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#include <stdio.h>
#include <unistd.h>
#include <sys/mman.h>
#include <assert.h>

int main() {
(int 1 = 0; 1 < 3;: 1++) {
}

volatile int *ptr = mmap(
(void *)0x20000000,
1 << 20.

PROT _WRITE | PROT_READ,
MAP_PRIVATE | MAP_ANONYMOUS,
&

0

):
assert((intptr t) ptr != -1);

*ptr = getpid();
printf("#%d sets %p = %d\n", getpid(), ptr, getpid());

sleep(l);

printf("#%d *%p = %d\n", getpid(), ptr, *ptr);
<Documents/I1CS2021/teach/Courseld4/vm-demo.c[1] [c] unix utf-8 Ln 7, Col 3/26
={{Toldclosed(line(’.’)) < 8) 7 *zc* = *z0')

L@ e ¢ 0= & Ul &) right shift + Right Alt
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» BERFHFNT N HEEPE IR RS E]
« vm-demo.c (E—EE. AEIIERE)
« MMU: B4R EUREEAM
« EIE{TRSIEHEHE x BRETE M (x)
- ITERFHEEREIITIX R (BUES. hF......

4

. REMAMBLEZSENZ T
o« (RAEGERTIUZ M (x)
« 1HERRESBIRNFZ=ERE (Segmentation Fault)
- BEfZIRE read/write/execute PR
- BEW: 8. 3UE. o iIREN T AER?


http://jyywiki.cn/pages/ICS/2020/demos/vm-demo.c
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- X ERTEA

gl HUEESE" XISR (M)

« SEHEN/BGHUE R TUERYIRGT
- AL M nE" BIRSFGLE

bool
void
void
void
Context

vme_init
protect
unprotect
map
*ucontext

(void *(*alloc)(int), void (*free)(void *));
(AddrSpace *a);
(AddrSpace *a);
(AddrSpace *a, void *va, void *pa, int prot);
(AddrSpace *a, Area kstack, void *entry);
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- LRSI T, B map<uintptr_t,uintptr_t>
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« X86: 22V — 220
e map<uintptr_t,uintptr_t>
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4GB/4KB = 10242, ARFLFE IR — 2 &89 1024 XA,
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Hhir —RKERE

* (x, ¥, b;) > VmE [x;,y;), M(x; + m) = b; + m

s ERRAFELIRNEEGREER
- BRAM>FE (RERAEH)

X

2000

Y
3000

base

+10000

o« XEAFHIEMMU (MIPS)

- FERE, FJLILIERTER

* {B TLB miss ERIEEXTJIKIE
- MIPS BEFAE R ZLNMEITENRFIIESE
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Fl —7khash table 4 47 (x, asid) — M (x) &9 B4t

» I 2IXZERLARY?
- RERFEMAIHIZESASIR, hash PEFHSRD

e J Huck, J Hays. Architectural support for translation table management in large
address space machines. In Proc. of ISCA, 1993.

X y base
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3 1= =17sE

« FiFesHSLEMIIZSEFFE/HIANE (mov -regs . S)
. 5bit —» 32 NES7Fae
. Bbit — 64 NESTFE8
- FittSUHEERIFFEREY
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http://jyywiki.cn/pages/ICS/2020/demos/mov-regs.S

EE BE 08 RE 8’E B
$ vim mov-regs.S

—3$ vim | _

@ 0w o )= i 8l @ (&) rieht shift + Right ¢
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EE BY UE AE wE BB

mov-regs.o: file format elf64-x86-64

aisassembly of section .text:
6
0000000POOOPO000 <.text>:

0: 48 ¢/ cO 00 OO OO OO mov $0x0,%rax
7: 48 c7 cl1 00 00 OO 00 mov $0x0,%rcx
e: 48 c7 c2 00 OO OO OO mov $0x0,%rdx
15: 48 c7 c3 00 0O OO OO mov $0x0,%rbx
1c: 48 c7 c4 00 00 OO0 OO mov $0x0,%rsp
23: 48 c7 c5 00 00 00 00 mov $0x0,%rbp
2a: 48 c/ c6 00 00 00 OO0 mov $0x0,%rsi1
31: 48 c7 c/ 00 00 00 00 mov $0x0,%rd1
38: 49 c7 cO 00 00 OO0 00 mov $0x0,%r8
3f: 49 c¢c7 cl1 00 OO OO OO mov $0x0,%r9
46: 49 c7 c2 00 00 OO0 00 mov $0x0,%rl10
4d: 49 c/ c3 00 00 OO0 00 mov $0x0,%rl1l
54: 49 c7 c4 00 00 00 00 mov $0x0,%rl12
5b: 49 c7 c5 00 00 00 00 mov $0x0,%rl13
62: 49 c7 c6 00 00 OO 00 mov $0x0,%rl14
69: 49 c7 c7 00 00 OO0 00 mov $0x0,%r15

[No Name] [+1] unix utf-8 Ln 6, Col 0/

-stdin-" 23L, 819B

L] ﬁJLﬂ Right Shift + Right !
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. SCfRE, £BEARY Physical Register File (PRF)
. HIIHUTAHES (i mov $1, %rax) 2% “Ef
- BHER PRF HtiE
« ELRHAT. IRMBYT. SEANE.....

S 1Fe5 .
= if (x == 1)
*0 «— TaX %rax ++;
rex else

k
1 < %BrCX ++;
*2
*3 .— rax’

rax (7}
*4 Z I’CX' rcx 4

*255
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https://developer.arm.com/architectures/learn-the-architecture/memory-management/single-page

= 15F: MMU

e Armv8-A =

 Radix tree
. BANTETLIR 4KB, 16KB, 64KB

Virtual Address Address Physical Address
(VA) Space Translation (PA) Space
Memory
Software ”
~] ;I'ranslation
Tables
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https://developer.arm.com/architectures/learn-the-architecture/memory-management/single-page

F2E BF

« NFAARFS Locality of References, “[BEPERIE"

A phenomenon in which the same values, or related storage
locations, are frequently accessed, depending on the memory
access pattern.

s NE— 1 RE, RIERFHERIDSE, BEERERBITIR
XalgehaflIRnTE, FRinhImERFRE

. EEE1FES/cPU BSEARY (157 )

X ik

int *p = ... 5
for (int 1 = 1; 1 < 1000; i++)
*p=1-
J
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https://en.wikipedia.org/wiki/Computer_storage
https://en.wikipedia.org/wiki/Memory_access_pattern
https://en.wikipedia.org/wiki/Memory_access_pattern
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int *p = ... 2
for (int 1 = 1; i < 1000; i++)
*p:l'
J
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CPU
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ERE = 0x1234 3 HEF
MMU

=44 0x20000000
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AT
]

N7

A volatile specifier is a hint to a compiler
that an object may change its value in ways
not specified by the language so that
aggressive optimizations must be avoided.

volatile int *p =

for (int i = 1; i < 1000; i++)
*p:l'
J
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Control
Logic

Address
register

17

Image source: gdpma.com

« [N7Z DRAM BI—/NKEH (= 4EEEEM)

4 Groups of —
4 banks (16)

Global 10
gating

’_Ii |
I
Row T i
Row _ | address + 131,072 4
mux v latch & LI x128x32 O
decoder — |FE -
Bank 4095
control | |
[
—P IO gating u
128x32
Column - Column
Address decoder
3
Col0, 1,and 2



http://www.qdpma.com/ServerSystems/DRAM.html

£3.5=: NVRAM

o YNTF/cache LA, prefetch FRRELIF......

 DRAM HUIRIEEEAREIPABKT
- BEXRITOFE (ERTRIFT)
+ AHERERTLEBMN
. FTEYFMETIR
* PCM (phase change memory)
e 7=EA: Intel Optane DC

32



AR ShEprEhsE

e SSD Flash; T2
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5 R I AE T R A 3R M hE ?

o BFREAMBLE
« BRI M(HTR) BB BTERF
+ MBEJ5IZ (aliasing) [E)R

» SRIFYPIRLbIE
.+ STHfEE
+ £ cache I5IARBE LU BT
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AR (2): SRR GRS

EHY ARG

char buf[SIZE];

ssize_t nwrite = write(fd, buf, SIZE); // in printf

- BMER S
- HEEHEM buf BEEAN

- N/ EET E—bitZs(E) (815 et pRAE)

« *(KERNEL_ADDRESS) i§5|A& page fault (SIGSEGV)

OxC0000000O

buf

e

0x20000000
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T XRE T B o BB AP RAE R AR S B P EHAZ A9 N AR AT

- 5II-F
* O0XCO0PR0RV-OxFffFIfff WEAFHEAAGA (U-bit = 1)
« BERFENIE/AUERETRILL

- FRAMMBEIERR AR 0xc0001234
- thrRLER, WIEEBMYIIEITHF
o ERBERREIRMERAABHIT (heip = 0xc0001234)

- {HRing 3 HAEEE segmentation fault
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Meltdown (2017)

- BRAREFIRE!
. T + BETF + EFF + RHIHAT = Meltdown

* Meltdown: Reading kernel memory from user space

IIIIl:iIIII "
-
0xC0000000

0x20000000

ptr = bad addr
if (*ptr..)

38


https://meltdownattack.com/meltdown.pdf
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Meltdown (20

500
400 —
- ERARERRE! 300 i
200 -

o Rl + ETR + Bi7 + 0 50 100 150 200 250

* Meltdown: Reading k Page

Access time
[cycles]

/] %rox: AR 693AE; %rbx: KBANLE Fayda
Xorq %rax, srax

retry: movzbq (%rcx), %rax // 3719, Page Fault rax = *xptr (1B)
shlqg $0xc, %rax

jz retry
movq (%rbx, %rax), %rbx // (%rbx + (%rcx) * 4096)

o

rbx

rax = rax * 4096

rbx = basel[rax]

cached

N\

U

39


https://meltdownattack.com/meltdown.pdf

End.
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