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—/NLIG: -fno-picdmiF,; -statichlis

// a.c
int foo(int a, int b) { g
return a + b;

3

// b.c
int x = 100, y = 200;

// main. c
extern int x, vy;
int foo(int a, int b); // oJl{iid extern int foo;
int main() {

printf("%d + %d = %d\n", x, y, foo(x, y));



http://jyywiki.cn/pages/ICS/2020/demos/link-test.tar.gz

$ cat main.c
$ cat a.c #include <stdio.h>

int foo(int a, int b) {

}

extern int x, vy;

return a + b; . - int foo(int a, int b);

int main() {
printf("%d + %d = %d\n", x, y, foo(x, y));
}

-02 -fno-pic
-static

a.out: a.o b.o main.o
gcc $(LDFLAGS) a.o b.o main.o

0: a.c
gcc $(CFLAGS) -c

0: b.c
gcc $(CFLAGS) -c b.c

main.o: main.c
gcc $(CFLAGS) -c main.c

clean:
rm -f *.0 a.out




H53EMa.0, b.o, main.o2{+A47?

 ELF relocatable

file a.o
.0: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

file b.o

.0: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

$ file main.o
main.o: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped

10
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(Executable File)
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Linux®J. o
Windows#9J. ob j

/bin/bash, a.out
Windows#9. exe

Linux#9.so (e.g.,
/1ib/glibc—2.5. so)

Windows &9DLL

LinuxF #9core dump
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-fno-zero-initialized-in-bss

D / ,— — Q If the target supports a BSS section, GCC by default puts variables that are
I -1 n I initialized to zero into BSS. This can save space in the resulting code.

This option turns off this behavior because some programs explicitly rely on

find the beginning of that section and/or make assumptions based on that.

The default is ‘~-fzero-initialized-in-bss’.

int global_int_var = 84;

int global_int_var2; File Header
void funcl(int i){
PrENER(Eadn®, )5 _\— text section

} I

int main(void){

static int static_var = 85;
.data section
static int static var2;
int a = 1;
int b;
funcl( static_var + static_var2 .bss section
+ a+ b);
return 0;

12

variables going to the data section—e.g., so that the resulting executable can _
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GNU Binutils

* Binary utilities: ﬁ*ﬁ:ﬁ%ﬂﬁﬁ:ﬂ'ﬂ:

« RTFM: [ERBIAZ T A
B addr2line, B2t RILASCEISE

e {EAbinutils
« objdumpEE.dataTHIx, y (-D)
« objdumpEEmainXIMASC RIS
« readelf&ZErelocationSE
- BE: AMraE-4?

Z= gdb

=

VEiEE 7

GNU Binutils

The GNU Binutils are a collection of binary tools. The main ones are:

Id - the GNU linker.
as - the GNU assembler.

But they also include:

addr2line - Converts addresses into filenames and line numbers.
ar - A utility for creating, modifying and extracting from archives.

c+ +filt - Filter to demangle encoded C++ symbols.
dlltool - Creates files for building and using DLLs.

gold - A new, faster, ELF only linker, still in beta test.
gprof - Displays profiling information.

nlmconv - Converts object code into an NLM.

nm - Lists symbols from object files.

objcopy - Copies and translates object files.

objdump - Displays information from object files.

ranlib - Generates an index to the contents of an archive.
readelf - Displays information from any ELF format object file.
size - Lists the section sizes of an object or archive file.
strings - Lists printable strings from files.

strip - Discards symbols.

windmc - A Windows compatible message compiler.
windres - A compiler for Windows resource files.

14
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—/ UG -cfmiE; ldakix

-

s Bt—Rr (AEprintf)

// a.c
int foo(int a, int b) {
return a + b;

3

// b.c
int x = 100, y = 200;

// main. c
extern int x, y;
int foo(int a, int b); // o/l{i@iil extern int foo;
int main() {
foo(x,y);
//porintf("%d + %d = %d\n", x, y, foo(x, y));

17
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—/NLIG: -fno-picdmiF,; -statichlis

// a.c
int foo(int a, int b) {
return a + b;

3

// b.c
int x = 100, y = 200;

// main. c
extern int x, vy;
int foo(int a, int b); // oJl{iid extern int foo;
int main() {
printf("%d + %d = %d\n", x, y, foo(x, y));

20
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a.c/ a.o

// a.c
int foo(int a, int b) {
return a + b;

Disassembly of section .text:

00OOOLEOAOAEAMNA0 <Too>:
0: f3 0f le fa
4: 8d 04 37
7: c3

endbre4
lea
ret

(%rdi,%rsi, 1), %eax

22



b.c/b.o

// b.c
int x = 100, y = 200;

Disassembly of section

0000000000000000 <y>:
0: c8 00 00 00 enter

0000000000000004 <x>:
4: 64 00 00 add

$0x0, $0x0

%al,%fs: (%rax)

23



main.c / main.o

// main. c
extern int x, y;
int foo(int a, int b); // o/l extern int foo;
int main() {
printf("%d + %d = %d\n", x, y, foo(x, y));

Disassembly of section .text.startup:

0000000000000000 <main>:
0: f3 0f 1le fa endbré64
4: 48 83 ec 08 sub $0x8,%rsp
8b 35 00 00 00 00 mov Ox0(%rip) ,%esi # e <main+0xe>
8b 3d 00 00 OO 00 mov Ox0(%rip) ,%ed1 # 14 <main+0x14>
e8 00 00 0O 00 call 19 <main+0x19>
8b 0d 00 00 0O 00 mov 0x0(%rip) ,%ecx # 1f <main+0x1f>

8b 15 00 00 OO0 00 mov Ox0(%rip) ,%edx # 25 <main+0x25>
be 00 00 00 00 mov $0x0,%esi

41 89 c0O mov %eax,%rsd

bf 01 00 00 00 mov $0x1,%ed1

31 cO Xor Seax,%eax

e8 00 00 00 00 call 39 <main+0x39>

31 cO xor %eax,%eax

48 83 c4 08 add $0x8,%rsp

c3 ret




BHA? Ay -47 Lo 1

* readelf —a main.o vy —

&l iion section '.rela.text.startup' at offset 0x208 contains 7 entries: I— V-4 —|
Offset Info Type Sym. Value Sym. Name + Addend
00000000000a 000500000002 R X86 64 PC32 0000000000000000 y - 4
000000000010 000600000002 R X86 64 PC32 0000000000000000 x = 4
000700000004 R X86 64 PLT32 0000000000000000 foo - 4
000500000002 R X86 64 PC32 0000000000000000 ¥ - 4 File Header
000600000002 R X86 64 PC32 0000000000000000 x - 4
00020000000a R X86 64 32 0000000000000000 .rodata.strl.1 + 0
000800000004 R X86 64 PLT32 0000000000000000  printf chk - 4

Disassembly of section .text.startup:

0000000000000000 <main>:

0: f3 0f le fa endbr64

4: 48 83 ec 08 sub %
8b 35 00 00 0O mov ), i # e <main+0xe>
8b 3d 00 00 0O mov | i # 14 <main+0x14>
e8 00 00 00 00 call .data section
8b 0d 00 00 0O mov i # 1T <main+0x1f>
8b 15 00 00 0O mov rip) # 25 <main+0x25>
be 00 0O 00 0O mov i
41 89 cO mov
bf 01 00 00 0O mov
31 cO xor 3
e8 00 0O 0O OO call 39 <main+0x39> | S

31 c0O Xor 5 .bss section

48 83 c4 08 add  $0x8,%rsp |
c3 ret
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BA?

e objdump —d a.out

0000000000401790 FIEIN:

401790:
401794 :
401798:
40179%e:
4017a4:
4017a9:
4017af:
4017b5:
4017ba:
4017bd:
4017c2:
4017c4:
4017c9:
4017chb:
4017cT:

f3
48
8b
8b
e8
8b
8b
be
41
bf
31
e8
31
48
c3

of
83
35
3d
57
od
15
04
89
01
co
iy
cO
83

le
[={e,
52
50
01
41
3f

el 4

cO
0o

3e

c4d

endbré64

sub $0x8,%rsp

mov r

mov 0xb8950 (%rip) ,%edi
call 401900 <foo>

mov 0xb8941 ip),%
mov :

mov

mov

mov

Xor -

call 5610 < printf chk>
Xor %eax, %seax

add $0x8,%rsp

ret

# 4badfo
# 4batT4

# 4ba0fo
# 4ba0f4

26



BA?

0000000000401790 FIEIN:
401790: f3 of le endbré64
401794: 48 83 ec sub $0x8,%rsp
401798: 8b 35 52 mov 0xb8952(%rip) ,%esi # 4ba0dfo
40179%e: 8b_3d 50 ; mov 0xb8950(%rin) ,%edi # 4ba0f4
4017a4: e8| 57 01 call | 401900 <foo>
4017a9: 8b 0d 41 mov / 1p),%ecx # 4ba0f0o
401/at: 8b 15 3f mov ip),%edx # 4ba0f4
4017b5: be 04 e0 £ mov $0x48e004,%esi
4017ba: 41 89 c0O mov % ,%r8d
4017bd: bf 01 00 mov : di
4017c2: 31 cO Xxor %eax, %seax
4017c4: e8 47 3e 04 call 445610 < printf chk>
4017c9: 31 co Xor %eax, %seax
4017ch: 48 83 c4 add $0x8,%rsp
4017ct: c3 ret

0000000000401900 <foo>:
401900: f3 0f le fa endbré64
401904 : 8d 04 37 lea (%rdi,%rsi, 1), %eax
401907 : c3 ret
401908: 0f 1f 84 00 00 00 00 nopl Ox0(%rax,%rax,1l)
40190f: 00
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ﬁ;l%)]l]%za out7

0000090000401810 Sma i Nk

401810: f3 0f le endbr64

401814: 48 83 ec sub $0Xx8,%rsp

401818: bf a0 17 mov $0x4017a0,%ed1

40181d: e8 de 96 call 40af00 <atexit>

401822: 8b 35 c8 mov Oxb88c8(%rip) ,%esi
fo <y>

401828: 8b 3d cb6 mov Oxb88c6 (%rip) ,%edi
f4 <x>

40182e: e8 5d 01 call 401990 <foo>
401833: 8b 0d b7/ mov Oxb88b7 (%rip) ,%ecx

fO <y>
401839: 15 b5 mov Oxb88b5 (%rip) ,%edx
f4 <x>
401837: 10 e0 mov $0x48e010,%es1i
401844 : 89 c0 mov %eax,%r8d
401847 : 01 00 mov $0x1,%edl1
40184c: cO xXor %eax ,%seax
40184e: 4d 40 call 4458a0 < printf chk>
401853: cO Xor %eax,%eax
401855: 83 c4 add $0x8,%rsp
401859: ret

40185a: of 1f nopw  0Ox0(%rax,%rax,1) XD N

[T =) @& §l] (& | &)Right Shift + Right Alt

[




AR FRHIINE

FER G i (TFHAL)

(FeTLUAARE "—22" /Y
EFgdb (starti)iEid
{EAstraceBEE R AR

$ objdump -d a.out | less
$ readelf -h a.out
ELF Header:

Magic: 7T 45 4c 46 02 01 01

Class:

Data:

Version:

0S/ABI:

ABI Version:

Type:

Machine:

Version:

Entry point address:
Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:

Number of program headers:

Size of section headers:

Number of section headers:

03 00 00 00 0O 00 QO 00 00

ELF64

2's complement, little endian
1 (current)

UNIX - GNU

0

EXEC (Executable file)
Advanced Micro Devices X86-64
0x1

0x401860

64 (bytes into file)

844280 (bytes into file)

0x0

64 (bytes)

56 (bytes)

10

64 (bytes)

32

30



BT B gE Mg s BB
World
$ objdump -d a.out | less
$ readelf -h a.out
ELF Header:

Class:

Data:

Version:

0S/ABI:

ABI Version:

Type:

Machine:

Version:

Entry point address:

Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:
Number of program headers:
Size of section headers:
Number of section headers:
Section header string table index:

s 1

Magic: /f 45 4c 46 02 01 01 63 00 OO0 0O OO OO 00 0O 0O

ELF64

2's complement, little endian
1 (current)

UNIX - GNU

0

EXEC (Executable file)
Advanced Micro Devices X86-64
Ox1

0x401860

64 (bytes into file)

844280 (bytes into file)

Ox0

64 (bytes)

56 (bytes)

10

64 (bytes)

32

31

Y| Right Shift + Right Alt
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strace

M ELGCEGEDR

rm -f *.0 a.out

$ make

gcc -02 -fno-pic -c a.c

gcc -02 -fno-pic -c b.c

gcc -02 -fno-pic -c main.c

gcc -static a.o b.o main.o

$ ./a.out

100 + 200 = 300

$ strace ./a.out

execve("./a.out", ["./a.out"], Ox7ffccO0649630 /* 60 vars */) =0

arch prctl(0x3001 /* ARCH ??? */, 0x7ffe0d8c6370) = -1 EINVAL (Invalid argument)
brk (NULL) = Ox1dadoee

brk(0x1dadd8o) 0x1dadd8oe

arch prctl(ARCH SET FS, 0x1dad380) 0

uname ({sysname="Linux", nodename="why-VirtualBox", ...}) = 0
readlink("/proc/self/exe", "/home/why/Documents/ICS2021/teac"..., 4096) = 49
brk(0xldced80) = @xldced80

brk(0x1dcfo00) 0x1dcf0O00

mprotect(0x4b6000, 16384, PROT READ) 0

newfstatat(1l, "", {st mode=S IFCHR|0620, st rdev=makedev(0x88, 0), ...}, AT EMPTY PATH) = 0
write(1l, "100 + 200 = 300\n", 16100 + 200 = 300

) = 16

exit group(0)

+++ exited with 0 +++







B RN BIRTHATARS

I re Rlldst 4 A 7

(E—itt)
« BAIEBRE— /LIRS, sElEMIRE]?
« (GIT—MEFRFER

« rax = 231; rdi = R[E|E

« syscalliFSHITRRER

34



BE % UE B»E RrE B

$ vim as.S |

"R

2 @b @ & o) = i Gl & (&) right Shift + Right Aj




gccF1dpgisE

* man gcc

to write -Xlinker "-assert definitions", because this passes the entire string as a
single argument, which is not what the linker expects.

When using the GNU linker, it is usually more convenient to pass arguments to linker
options using the option=value syntax than as separate arguments. For example, you

can specify -Xlinker -Map=output.map rather than -Xlinker -Map -Xlinker output.map.

Other linkers may not support this syntax for command-line options.

Hﬂ!ogt ion

Pass option as an option to the linker. If option contains commas, it is split into
multiple options at the commas. You can use this syntax to pass an argument to the
option. For example, [II#-Map,output.map passes -Map output.map to the linker. When
using the GNU linker, you can also get the same effect with [J[I§]-Map=output.map.

NOTE: In Ubuntu 8.10 and later versions, for LDFLAGS, the option [[W-z,relro is used.
To disable, use [§JW-z,norelro.

-u symbol
Pretend the symbol symbol is undefined, to force linking of library modules to define

it. You can use -u multiple times with different symbols to force loading of
additional library modules.

-z keyword
-Z is passed directly on to the linker along with the keyword keyword. See the section

in the documentation of your linker for permitted values and their meanings.

Options for Directory Search
These options specify directories to search for header files, for libraries and for parts

of the compiler:

-1 dir
-iquote dir
Manual page gcc(1l) line 11096/23056 53% (press h for help or q to quit)
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— o WAYDERE

/usr/1lib/gcc/x86 64-1inux-gnu/10/1libgcc.a

(/usr/lib/gcc/x86 64-1inux-gnu/10/libgcc.a)unordtf2.o

(/usr/lib/gcc/x86 64-1linux-gnu/10/libgcc.a)letf2.0

(/usr/1lib/gcc/x86 64-1inux-gnu/10/libgcc.a)sfp-exceptions.o

/usr/lib/gcc/x86 64-1linux-gnu/10/libgcc eh.a

(/usr/1lib/gcc/x86 64-1inux-gnu/10/1libgcc _eh.a)unwind-dw2.o0

(/usr/1lib/gcc/x86 64-1inux-gnu/10/1libgcc eh.a)unwind-dw2-fde-dip.o
(/usr/lib/gcc/x86 64-1inux-gnu/10/libgcc eh.a)unwind-c.o

/usr/lib/gcc/x86 64-1inux-gnu/10/../../../x86 _64-1linux-gnu/libc.a
(/usr/lib/gcc/x86 64-1inux-gnu/10/../../../x86_64-1inux-gnu/libc.a)dl-iterateph
dr.o

/usr/lib/gcc/x86 64-1inux-gnu/10/1ibgcc.a

/usr/lib/gcc/x86 64-1linux-gnu/10/libgcc eh.a

/usr/lib/gcc/x86 64-1inux-gnu/10/../../../x86 64-1linux-gnu/libc.a

attempt to open /usr/lib/gcc/x86 64-1linux-gnu/10/crtend.o succeeded
/usr/1lib/gcc/x86 64-1linux-gnu/10/crtend.o

attempt to open /usr/lib/gcc/x86 64-1inux-gnu/10/../../../x86 64-1linux-gnhu/crtn
.0 succeeded

/usr/lib/gcc/x86 64-1inux-gnu/10/../../../x86 64-linux-gnu/crtn.o




Linux/CtE R Y=

e gcc -Wl,--verbose

 CHHRBIABFIRZSAFKAAERZRA
o« —ZRFcrtXIgR

e __attribute__((constructor)))

o __attribute__((destructor)) (atexit)

« RTFM; RTFSC!

39



BEE BN #UE BAE k'E B

49 1iiA = A 3 }
F1NC LUQe b LOLO .

<stdlib.h>

xtern 1nt X, y;
int foo(int a, int b);

attribute ((constructor)) void a(){

printf("Hello\n");
}
__attribute  ((destructor)) void b(){
printf("wWorld\n");
}

14 int main() {}}

printf("%d n", x, y, foo(x, y));

~/Documents/ICS2021/teach/link-test/main.c[+1]
-- INSERT --

[c] unix utf-8 Ln 14, Col 13/17

w07 [0 Gl 60 &) Right Shift + Right Alt



(/usr/1lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64 -

f.o

(/usr/1lib/gcc/x86 64 -

1lock.o

(/usr/lib/gcc/x86 64 -
(/usr/lib/gcc/x86 64-
(/usr/lib/gcc/x86 64 -
(/usr/lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64-
(/usr/1lib/gcc/x86 64-
(/usr/1lib/gcc/x86 64-
(/usr/1lib/gcc/x86 64-
(/usr/1lib/gcc/x86 64-
(/usr/1lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64 -
(/usr/1lib/gcc/x86 64 -
(/usr/lib/gcc/x86 64 -

.0

(/usr/lib/gcc/x86 64 -
(/usr/lib/gcc/x86 64 -
(/usr/lib/acc/x86 64 -

-ghu/10/..
-gnu/10/..

-gnu/10/..

-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-gnu/10/..
-ghu/10/..
-gnu/10/..
-ghu/10/. .
-gnu/10/..
-ghu/10/. .
-gnu/10/..

-gnu/10/..
-gnu/10/..
-anu/10/. .

~ N~

~

B T T T
N N N N N N N N N N N NSNS

e
~~ N S

~ S

~

../x86_64-
../x86_64-

../x86_64-

../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-
../x86_64-

../x86_64-
../x86_64-
.. /x86 64-

linux-gnu/libc.
linux-gnu/libc.

linux-gnu/libc.

linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.
linux-gnu/libc.

linux-gnu/libc.
linux-gnu/libc.
Linux-anu/libc.

a)strops.o
a)alloca cutof

a)libc-lowleve

Jmalloc.o
ymorecore.
)strchr.o
)strcmp.o
)strcpy.o
)strcspn.o
)strdup.o
)strlen.o
)strncmp.o
)strstr.o
)memcmp.o
)memmove.o
)memset.o
)mempcpy.o
)stpcpy.o I
)strcasecmp 1

a
a
a
d
a
d
a
d
a
a
a
a
a
a
a
a

a)memcpy.o
a) rawmemchr.o




« A: TEXvar (0x1000)

var

= 42

(@]
~N
()
Ul

B #rith ik

File Header .
File Header
fextsection = -----oo
_______________ J
.data section -
Tl .| -textsection
bss section File Header __,—“'— _______________
7"_,,*—\\“\ ~
text section ~<. -
-\‘Y:/
P \‘\\
e >
.data section IR e
A B2 tUUN L LT L LR L
) X R “7---.,] .datasection
-bss section e ..
» o B - — — — —— ——————=—==
P RS ~o
File Header ’,// AN \\\ .
e N :\'\"’
- NPt R
.text section ol - S
- - S A
”,—" ‘\\\ _______________
JEPS "~ .bss section
.data section L — — —— = ————o—c—oo
________________ >
bsssection  |------—-—-""""°"°°°7°
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Programl.o Program2.o
Lib.o Lib.o

~—
—~—
—~—
—
-~
-~
—
—
-~
~ -
—~—
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Programl.o
Lib.o
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-rw-rw-r--
-rw-rw-r--
-FWXIwxr-xX
-rw-rw-r--
=rw-rw-r--
-rw-rw-r--
“rw-rw-r--
“rw-rw-r--

1
1
1
1
1
1
1
1

b.c b.o

why 42
why 1200
why 846328
why 22
why 984
why 278
why 2752
why 241

maln.c

11H
9K
)=
11H
94
98
9K
9K

3
28
28

3
28
28
28
28

maln.o

2020 a.c
10:29 a.o
10:37

2020 b.c
10:29 b.o
10:37 main.c
10:37 main.o
10:25 Makefile

Makefile
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ot LB

¢ A

B - fno-pick-static

1
1
(1
1
1
1
1
1

maln.o

why
why
why
why
why
why
why
why

why
why
why
why
why
why
why
why

. C
4.0

b.c

b.o
main.c
main.o
Makefile
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(] Terminal ~ 108 11 17:11

~ why@why-VirtualBox: ~/Documents/IC52021/teach/link-test

N |

&|Right Shift + Rigt




~H-fno-pick]-static

iX A BRIN Bggechm 15 /4E 4E 8 N

« LR SHERKNIRES
* 3.0, b.O}RBTM
* main.oERE{K7AFF00 00 00 00

- (BEBXNFripfioffset
e relocationfkAEx - 4, y - 4, foo - 4

* a.outEHEEAMCEEIAN T
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BT

« FRMETTKNEE (PIC) RIRE
s HEEARAVELREMENINE
- NAHEFECSEE
. $iRAgccTTiS32/64 bittIZRIAPIC
« BINRANITATLUER-no-pielEIlidmiF

» PICHYZCIR
o 386 FHFAZFFLANEE

movl $1, 1234(%eip)

- FRBTIMIEFEEZRIRY__1686.get_pc_thunk.bx
« “¥KEX next PC HYibiL” (@{aJsCHL?)

mov (%esp), %ebx
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vim $(which 1dd)
/11b64/1d-11inux-x86-64.s50.2 --1list a.out
.out: error while loading shared libraries: a.out: cannot open shared object file
/11ib64/1d-1inux-x86-64.s50.2 --1list ./a.out
linux-vdso.so.l (0x00007ffe23928000)
libc.so0.6 => /1lib/x86 64-linux-gnu/libc.so.6 (0x00007f9727540000)
/1ib64/1d-1inux-x86-64.s50.2 (0x00007f9727743000)
$ /1ib64/1d-1inux-x86-64.50.2 --list ./a.out
linux-vdso.so.1l (0x00007fff7ffd6000)
libc.so0.6 => /1lib/x86 64-linux-gnu/libc.so.6 (0x00007ff6f3e66000)
/1ib64/1d-1inux-x86-64.50.2 (Ox00007ff6T4069000)
$ /1ib64/1d-1inux-x86-64.50.2 --list ./a.out
linux-vdso.so.1l (0x00007ffc715df000)
libc.so0.6 => /1ib/x86 64-linux-gnu/libc.so.6 (0x00007f2042827000)
/1ib64/1d-1inux-x86-64.50.2 (Ox00007f2042a2a000)
$ /1ib64/1d-1inux-x86-64.s0.2 ./a.out
Hello

A O A A

100 + 200 = 300
World
World I

N |




=E E BRME O R’RE BB

_ AR J 0§
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HEIGSR (a.out) AYINZE

« A% 1ldd
« “print shared object dependencies”
* linux-vdso.so.1
- ENZRRE
e libc.so.6 => /1ib/x86_64-1linux-gnu/libc.so.6
« /1ib64/1d-1inux-x86-64.s0.2
« ZIRFIED, HMMIRARETH (IddSHUTIIEGETE)

o LAABEAZR—1HIA (vim $(which 1dd))
s BNMEEVERBT1d-1inux. sof&ik
- INE—ZESINETE
o FBRATTLARR - - 1istiZTaSA RIS R
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HEX5 (a.out) HIINEL (cont'd)

o BTIBFIARR
* readelf -a a.out

« program headerf 55— INTERP
e /1ib64/1d-1inux-x86-64.s0.2

« XNFRFEIUERE_H#HGINGHER

$ readelf -1 a.out | grep interpreter

[Requesting program : /1ib64/1d-1inux-x86-64.50.2]

« #ETAYId.so
e /1ib64/1d-1inux-x86-64.s0.2 ./a.out
o FIH1T./a.outBTh=E—E
(XARZ./a.outEIEEEERFZRERENERE)
+ Ssha-bang(#!)SCH T2 ER

« 1d.soBlRMTHA? (FFHIDHE)
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z:)J EEEE /1ib/1d-1inux.so.2

» ISR A S RS RESE R, AHA?

$ ldd /1ib64/1d-11inux-x86-64.s0.2

statically linked

- IS PHEEEE R EPICRY?

$ readelf -d /1ib64/1d-linux-x86-64.s0.2

Dynamic section at offset 0x32e70 contains 19 entries:
Tag Type Name/Value
Ox000000000000000e (SONAME) Library soname: [ld-linux-x86-64.s0.2]
0x0000000000000004 (HASH) 0x2f0
0x000000006ffffef5 (GNU HASH) 0x3b8
0x0000000000000005 (STRTAB) 0x790
0x0000000000000006 (SYMTAB) 0x4a8
0x000000000000000a (STRSZ) 549 (bytes)
0x000000000000000b (SYMENT) 24 (bytes)
0x0000000000000003 (PLTGOT) 0x34000
0x0000000000000002 (PLTRELSZ) 96 (bytes)
0x0000000000000014 (PLTREL) RELA
0x0000000000000017 (IMPREL) 0xb90
0x0000000000000007 (RELA) Oxaab
0x0000000000000008 (RELASZ) 240 (bytes)
0x0000000000000009 (RELAENT) 24 (bytes)
Ox000000006Ffffffc (VERDEF) 0x9f8
Ox000000006ffffffd (VERDEFNUM) )
Ox000000006FFfFfFfff@ (VERSYM) 0x9b6
Ox000000006ffffff9 (RELACOUNT) 8
0x0000000000000000 (NULL) 0x0




Z:jJILJ\-E }K *EJU
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AN Z2RS 5« — 1 BEXAYA-

main.o 244N, printfay 8 A AL T
{8 R 1ibcH k& 0445 B R R — Aol |

» NAREFEREFRES FIIEREREL?
o AILATEEEINEBIRHRE A T —IRERSHERR
BREXN D ERE LA ZE VTR
. BNHRMIRID RS E— NEEIA libc
. RBEREN St REEERM printt

OOOOOOOOOOOOOOZe <main>:
f3 0f le fa endbr64

push  %rbp 0x00123456 «— [T

mov %rsp,%rbp

48 8d 3d 00 00 00 00 lea 0x0(%rip) ,%rdi # 3d <main+0Oxf>

e8 00 00 0O 0O call 42 <main+0x14>

8b 15 00 00 00 QO mov 0x0(%rip) ,%edx # 48 <main+0xla> a
8b 05 00 60 00 00 mov 0x0(%rip),%eax # 4e <main+0x20> — Ca|| pr|ntf
89 d6 mov %edx, %esi H

2 o e call 0x0000000(%rip)
e8 00 00 00 60 call 57 <main+0x29>

89 c1 mov BEAX,%ECX
8b 15 00 00 00 00 mov 0x0 (%rip) ,%edx # 5f <main+0x31>
8b 05 00 00 00 0O mov 0x0 (%rip) ,%eax # 65 <main+0x37>
89 c6 mov %eax,%esi

48 8d 3d 00 0O 0O 00 lea 0x0(%rip),%rdi # 6e <main+0x40>
b8 00 00 00 00 mov $0x0,%eax

e8 00 00 00 00 call 78 <main+0x4a>

b8 00 00 0O 00 mov $0x0,%eax

5d pop %rbp 59
c3 ret




ELF: &%

« BEAFK

call *xtable[PRINTF]

- TEIERAT, IBAiB1TETRYtable

libc

B -fno-pltikIna] LAFFSILEER

0x00123456 «—

call *table[printf]

printr

<—]
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ELF: &3

EE 28 #E BE wE D

$|

2|Right Shift + Right Alt



ELF: &%

« BEAFK

call *xtable[PRINTF]

- TEIERAT, IBAiB1TETRYtable

B -fno-pltikIna] LAFFSILEER

« IR (BOAEIN, fERIPLT) ibe
printt
printfeplt: | [
jmp *table[PRINTF ] 0x00123456 «— [
push $PRINTF g
call resolve call *table[printf] ] Call printf
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o AB MR EAHR:

?

?

?

A B BB ?

. Fzit

XJ1

AR X AMRRY AR

. the friendly manual 2R 5
» mailing list/StackOverflow&BE5E 3
- ERBERASKHED

- (NERFPEA RS Y

* (M)A BARKHIFRE

o RNEFANTIRAE
« REATHKREMXNGPALLHEE
- FREZEIEBE TR
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End.
(RTFM; STFW; RTFSC)
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"“&?E E%J TL@ g BE

$ cat Lib.h
/*Lib.h*/

#ifndef LIB H
#define LIB H

void foobar(int i);
#endif

$ cat Lib.c
/*Lib.c*/

#include <stdio.h>
void foobar(int 1i){

printf("Printing from Lib.so %d\n"

sleep(-1);
}
$ cat Programl.c
/*Porgraml.c*/
#include "Lib.h"
int main(){
foobar(1l);
return 0;
}
$ cat Program2.c
/*Program2.c*/
#include "Lib.h"
int main(){
foobar(2);
return 0;

}
$

e )



sk .got.plt

BE &8 WME Mg \|E 25

C/Lib.so

7f7Td02fe000-7f7fd02ffOO0 r-xp 00001000 08:03 9444077 /home/why/Documents/IC52021/teach/PI
C/Lib.so

7f7fdO2ffO00-7f7fdO300000 r--p 00002000 08:03 9444077 /home/why/Documents/ICS2021/teach/PI
C/Lib.so

7f7fd0300000-7f7fd0301000 r--p 00002000 08:03 9444077 /home/why/Documents/ICS52021/teach/PI
C/Lib.so

7f7fd0301000-7f7fd0302000 rw-p 00003000 08:03 9444077 /home/why/Documents/ICS2021/teach/PI
C/Lib.so

7f7fd0302000-7f7fd0304000 rw-p 00000000 00:00 O

7f7fd0304000-7f7fd0305000 r--p 00000000 08:03 4726417 /usr/1ib/x86 64-linux-gnu/ld-2.33.
7f7fd0305000-7f7fd032c000 r-xp 00001000 08:03 4726417 /usr/1ib/x86 64-linux-gnu/ld-2.33.
7f71fd032c000-7f7fd0336000 r--p 00028000 08:03 4726417 /usr/1ib/x86 64-linux-gnu/ld-2.33.
7f7fd0336000-7f7fd0338000 r--p 00031000 08:03 4726417 /usr/1ib/x86 64-linux-gnu/ld-2.33.
7f7fd0338000-7f7fd033a000 rw-p 00033000 08:03 4726417 /usr/1lib/x86 64-linux-gnu/1d-2.33.
7fff71e8a000-7fff71eabbf® rw-p 00000000 00:00 O [stack]

7Tff71fdfOOO-7fff71fe3000 r--p 00000000 00:00 O [vvar]

7fff71fe3000-7fff71fe5000 r-xp 00000000 00:00 O [vdso]
ffffffffff600000-ffffffffff601000 --xp 00OOOOEE 0O:00 [vsyscall]

$ readelf -sD Lib.so

table for image contains 8 entries:
Value Size Type Bind Vis Name

: 0000000000000000 NOTYPE LOCAL DEFAULT

: 00000000000000600 NOTYPE WEAK  DEFAULT _ITM deregisterT[...]

: 00000000OOOOOOOO FUNC GLOBAL DEFAULT [...]@GLIBC 2.2.5 (2)
olefofofofofolelolofolofolofolo) NOTYPE WEAK  DEFAULT __gmon_start
0000000000000000 NOTYPE WEAK  DEFAULT _ITM registerTMC[...]
elefofelefefolelolelelelolololc) FUNC GLOBAL DEFAULT sleep@GLIBC 2.2.5 (2)
sefofofefefolelelolelooloLoLe) FUNC WEAK  DEFAULT [...]@GLIBC 2.2.5 (2)
0000000000001139 FUNC GLOBAL DEFAULT foobar

Shift + Right Alt
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