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* Jﬁl*\ % -rw-rw-r-- 1 why why 14 128 16 08:19 a.c

.C $ gcc a.c E- — a.out

1ls -1
: nuazw otal 26

e ./a -rw-rw-r-- 1 why why 14 12H 16 08:19 a.c

- rwxrwxr-x 1 why why 15912 12H 16 08:19 a.out

- DI, —(UEFXXNIREEL 7 5REE
« BAME! HIERE gcc —MEFEEIRER
- BE FRELUXASI
» AHENRARIXAIEIF?




TR TR

int SOx80

O Q-O-~O~0O~O0—O

-rw-rw-r-- 1 why why 14 128 16 08:19 a.c
-rwxrwxr-x 1 why why 15912 12H 16 08:19 a.out
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2R trace: F goc EEEMA T Hittin<

e strace -f -gq gcc a.c 2>&1 | vim -

« BJLA{EFE grep (shell) 8k :g! (vim) THkReXERRFER

STRACE(1) General Commands Manual STRACE(1)

NAME
strace - trace system calls and signals

SYNOPSIS
strace [-ACdffhikqqrtttTvVwxxyyzZ] [-I n] [-b execve] [-e expr]...
[-0 overhead] [-S sortby] [-U columns] [-a column] [-o file]
[-s strsize] [-X format] [-P path]... [-p pid]...
[--seccomp-bpf] { -p pid | [-DDD] [-E var[=vall]...
[-u username] command [args] }

strace -c [-dfwzZ] [-I n] [-b execve] [-e expr]... [-0 overhead]
[-S sortby] [-U columns] [-P path]... [-p pid]...
[--seccomp-bpf] { -p pid | [-DDD] [-E var[=vall]...
[-u username] command [args] }

DESCRIPTION
In the simplest case strace runs the specified command until it ex-
its. It intercepts and records the system calls which are called by
a process and the signals which are received by a process. The name
of each system call, its arguments and its return value are printed
on standard error or to the file specified with the -o option.

strace is a useful diagnostic, instructional, and debugging tool.
System administrators, diagnosticians and trouble-shooters will find
Manual page strace(l) line 1 (press h for help or q to quit)
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$ strace gcc a.c 2>&1 | vim -|j
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"/usr/bin/ ‘ 64-1linux-gnu-gcc-10", 1023) = 23
"/usr/bin 64 - u-gcc-10", 0x7ffe8a430820, 1023) =
AT_FDCWD, "“/tmp/ccIx8ZMR.s", O_RDWR|O_CREAT|O0_EXCL, 0600) = 4
4 = 0

-1 EINVAL

STRACE (1) General Commands Manual STRACE(1)

NAME
strace - trace system calls and signals

-f

--follow-forks
Trace child processes as they are created by currently
traced processes as a result of the fork(2), vfork(2)
and clone(2) system calls. Note that -p PID -f will at-

tach all threads of process PID if it is multi-threaded,
not only thread with thread id = PID.

5
[No Name][+1] [strace] unix utf-8 Ln 201, Col 1/234

O-Q-0 QDO OO
OO0




BE = fE RE RE BB

why@why-VirtualBox: ~/Documents/ICS2021/teach/Course17 why@why-VirtualBox: ~/Documents/ICS2021/teach/Course15

$ man stracelj
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why@why-VirtualBox: ~/Documents/ICS2021/teach/Course17 why@why-VirtualBox: ~/Documents/ICS2021/teach/Course15 ~

statat (AT_FDCWD, "/usr/lib/gcc/x86 64-linux-gnu/10/1to-wrapper", {st mode=S
IFREG|O755 st size=655432, ...}, 0) =0
ac “/usr/1lib/gcc/x86 64-1linux- gnu/l@/lto wrapper", X_0K) = 0

s("/kmp®, R 0K|W OK|X_OK =0

t (AT_FDCWD, "/tmp/ccFnrVKs.s", 0_RDWR|D_CREAT|0_EXCL, 0600) = 4

4 =0
newfstatat (AT_FDCWD, "/usr/lib/gcc/x86 64-1linux-gnu/10/ccl”, {st mode=S_IFREG|07
55, st size=25697696, ...}, 0) =0
; "/usr/1lib/gcc/x86 64-1linux- gnuﬁl@/ccl' X 0K) =0

[4, 5], O0_CLOEXEC = @
fol <unfinished ...>
[pid 17480] close(4 = 0
[pid 17480] execve("/usr/lib/gcc/x86 64-1inu x-gnu/l@/ccl”, "/usr/1lib/gcc/x86 64
-linux-gnu/10"..., "-quiet”, "-imultiarch", "x86 64-linux-gnu", "a.c", "-quiet",
"-dumpbase”, "a.c", "-mtune=generic", "-march=x86-64", "-auxbase", "a", "-fasyn
chronous-unwind-tables”, " 15tack protector-strong”, "-Wformat"”, "-Wformat-secur
ity", "-fstack-clash-protection", "-fcf-protection", "-o0", "/tmp/ccFnrVKs.s"], 0O
x18ecB00 /* 66 vars */ <unf1n15hed —
[pid 17479] <... vfork resumed> = 17480
[pid 17479] ose(5 = 0
[pid 17479] read(4, "", 16 = 0
[pid 17480] <... execve resumed> = 0
[pid 17479] close(4 = 0
[pid 17480] brk(NULL <unfinished ...>
266 ﬂpid 17479] wait4(17480, <unfinished ...>

[No Name][+1] [strace] unix utf-8 Ln 266, Col 1/2923
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345 [[pid 17480 mmap(0x7fc30ecdf000, 24576, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FI
XED | MAP_DENYWRITE, 4, 0x1dc000) = 0x7fc30ecdf000
[pid 17480] mmap(0x7fc30ece5000, 33688, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FI
XED |MAP_ANONYMOUS, -1, 0) = Ox7fc30ece5000
[pid 17480] close(4) = 0
[pid 17480] mmap (NULL, 12288, PROT_READ|PROT_WRITE, MAP_PRIVATE |MAP_ANONYMOUS,
1, 0) = Ox7fc30eaff0O0
[pid 17480] arch prctl(ARCH_SET_FS, Ox7fc30eaffac0) = 0
[pid 17480] mprotect(0x7fc30ecdf000, 12288, PROT_READ) = 0
[pid 17480] mprotect(0x7fc30edb9000, 4096, PROT_READ) = 0
[pid 17480] mprotect(0x7fc30edd7000, 4096, PROT_READ) = 0
[pid 17480] mprotect(0x7fc30edde@0®, 4096, PROT _READ) = 0 I
[pid 17480] mprotect(0x7fc30ee61000, 4096, PROT _READ) = 0
[pid 17480] mprotect(0x7fc30f108000, 8192, PROT READ) = 0
[pid 17480] mprotect(0x7fc30f12e000, 4096, PROT_READ) = 0
[pid 17480] mprotect(0x7fc30f311000, 4096, PROT_READ) = 0
[pid 17480] mprotect(0x1c75000, 8192, PROT_READ) = 0
[pid 17480] mprotect(0x7fc30f359000, 8192, PROT_READ) = 0
[pid 17480] m (0x7fc30f316000, 69006) = 0O
[pid 17480] NULL = 0x3313000
[pid 17480] (0x3334000) = 0x3334000
[pid 17480] :;.'W';ﬁi 0, RLIMIT_STACK, NULL {rlim cur=65536*1024, rlim max=RLIM
64 INFINITY}) = 0
[pid 17480] openat (AT_FDCWD, "/usr/lib/locale/locale-archive"”, O0_RDONLY|O0_CLOEXE
) = 4

[No Name][+1] [strace] unix utf-8 Ln 345, Col 1/2923
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264 [lpid 17479] close(4

”/usr/lib/gcc/xSB 64-1inux-gnu/10/", X OK) =
tatat (AT_FDCWD, "/usr/lib/gcc/x86 64-1inux-gnu/10/lto-wrapper” st mode=S
IFREG|O755 st size=655432, ...}, 0) =0
A ”/usr/llb/gcc/XSD 64-1inux- gnuflO/Lto wrapper"”, X_OK) =
"/tmp", R 0K|w OK | X_OK =0
AT_FDCWD, "/tmp/ccFnrVKs.s", O_RDWR|D_CREAT|0_EXCL, 0600) = 4
4 =0
lewfstatat (AT_FDCWD, "/usr/lib/gcc/x86 64-1inux-gnu/10/ccl”, {st mode=S_IFREG|07
55, st size=25697696, ...}, 0) =0
: "/usr/lib/gcc/x86 64-1inux-gnu/10/ccl”, X OK) = 0
4, 5], 0_CLOEXEC =0
Ol <unfinished ...>
[pid 17480] c e (4 =0
[pid 17480] execve("/usr/lib/gcc/x86 64-11i WJX-gnu/lO/ccl”, "/usr/1lib/gcc/x86 64
-linux- gﬂu/1®”..., s quiet" s 1mu1tiarch , 'X86 64-linux-gnu", "a.c", "-quiet",
" -dumpbase”, a el -mtune=generic", "-march=x86-64", "-auxbase", "a", "-fasyn
chronous - unu*nd tables "-fstack- protector-strong“, "-Wformat", "-Wformat-secur
ity", "-fstack-clash- protection”, "-fcf-protection", "-o0", "/tmp/ccFnrVKs.s"], ©
x18ecBOO /* 66 vars */ <unfinished ...>
[pid 17479] <... vfork resumed>
[pid 17479] e (5
[pid 17479] read(4, "", 16
[pid 17480] <... execve resumed>

17480
0

0
0
C)

[pid 17480] brk(NULL <unfinished ...

[No Name][+1] [strace] unix utf-8 Ln 264, Col 1/2923

)= & &l & [&) right shift + Right Alt
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[pid 17480]
linux-gnu/10". ..
-dumpbase”

[pid 17481]
"/tmp/ccFnrVKs.s"
[pid 17481] /home/why/ .
.0", "/tmp/ccFnrVKs.s

[pid 17481] /usr
"/tmp/ccFnrVKs.s

‘/usr/1lib/ccache

, Ox18ec000

, Ox18ecO00

. 0x18ec000 L

[pid 17481] &aYs (" /usr/
/tmp/ccFnrVKs.s"

local/bin/a
, Ox18ecO00

[pid 17481] "/usr/sbin/as
ccFnrVKs.s"], 0x18ec000
[pid 17481] "/usr/bin/as"
cFnrVKs.s"], 0x18ec000

[No Name][+1]

’

’

local/bin/

/local/sbin/a

e

d .
1

-linux-gnu/10/ccl”,

-1 ENOENT

, Ox7ffd5a558738
c"], 0x56492d0e5320 ,
/LSI/lLb/gCC/XSG 64 -
'X86 u4 linux-gnu”, "a.c", "-quiet", "
-64", "-auxbase", "a" -|a5ynchr

--64", "-0o", "/tmp/cc6160LT.0",
-1 ENOENT ' ,

64, "ug
-1 ENOENT

"/tmp/cc6160LT

--64", "-0", "/tmp/cc6160LT.0",
-1 ENOENT ‘ C

-64", "-o0", "/tmp/cc6l60OLT.0",
-1 ENOENT (I j

-64", "-o0", "/tmp/cc6l6OLT.o0", "/tmp/

-64", "-o", "/tmp/cc6160LT.o", "/tmp/c

<unfinished ...>

[strace] unix utf-8 Ln 1, Col 1/15

& )= & Gl © (&) rient shift + Right Alt
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"/usr/1lib/ccache/gcc", ["gcc", "a.c"], Ox7ffd5a558738 /* 5@ vars
"/usr/bin/gcc", ["/usr/bin/gcc", "a.c"], 0x56492d0e5320 |,
[pid 17480] -“/usr/ub/gcc/x86_64-unux nu/10/ccl”,
linux-gnu/10"..., "-quiet", "-imultiarch", x86 64 - Llnux ghu”, "a.c"
-dumpbase", "a.c", "-mtune=generic"”, "-march= X86 - 64", auxbase ”a”,
onous-unwind-tables”, "-fstack-protector-strong”, ”-Wformat”, ”-Wformat-security”
, "-fstack-clash-protection”, "-fcf-protection"”, "-o0", "/tmp/ccFnrVKs.s"], 0x18ec
000 /* 66 vars */ <unfinished ...>

[pid 17480] <... g4 resumed> = 0
[pid 17481] [EAS("/usr/lib/ccache/as”, ["as", "--64", "-o", "/tmp/cc6l60LT.o0"
"/tmp/ccFnrVKs.s"], 0x18ec@00 /* 66 vars */) = -1 ENOENT (No such file or djrrr
J\ 1
[pid 17481] ("/home/why/.local/bin/as", ["as", "--64", "-o0", "/tmp/cc6160LT
0", "/tmp/ccFnrVKs.s"], Ox18ec000 /* 66 wrrﬁ /) = -1 ENOENT (No such file or di
rectory)
[pid 17481] &M ("/usr/local/sbin/as", ["as", "--64", "-o", "/tmp/cc6160LT.o",
"/tmp/ccFnrVKs.s"], 0x18ec000 /* &6 vars */) = -1 ENOENT (No such file or direct
ry)
[pid 17481] "/usr/local/bin/as" "--64", "-0", "/tmp/cc6160LT.0",
/tmp/ccFnrVKs.s"], 0x18ecb00 /* 66 uarﬁ &/ -1 ENOENT (No such file or director
\V\I
[pid 17481] BE&%s (" /usr/sbin/as", ["as", "--64", "-0", ”/tmp/cc616OLT o", "/tmp/
ccFnrVKs.s"], 0x18ec000 /* 66 wols ¥/) = -1 ENOENT (No such file or directory)
[pid 17481] "/usr/bin/as®, [*as*, "--64", "-0", '/tmp/cc6160LT o", "/tmp/c
cFnrVKs.s"], 0x18ec000 /* 66 vars */ <unfinished ...>

[No Name][+1] [strace] unix utf-8 Ln 1, Col 1/15

S Right Shift + Right Alt
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» EIDEE, HITAE—ME, HEEBmIFIEIT?
.« YmiE. =
¢ > FmE- 1 oWFo s >R .o - ¥ > a.out
0BT
« ./a.out
s PWE, —(EIFEXNXNMIFER L T REE
- WY ARIXAIRISE?

O QO QOO0

H14Tccl HfTas HifTcollect2/Id
C>.s =) -5 o =) - .out
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 MIER trace: BBE gcc ERAHTHbGS

e strace -f -gq gcc a.c 2>&1 | vim -
« BILAEA grep (shell) B :g! (vim) (HERSGRAVE SRR

 FiH gcc: EEB— 1 MERAIFEIER
. TEMRERSTHF A

« qgdb-internals.txt



http://jyywiki.cn/pages/ICS/2020/demos/gdb-internals.txt

EE B8 UE Mg wE EW

why@why-VirtualBox: ~/Documents/ICS2021/teach/Course17 why@why-VirtualBox: ~/Documents/1C52021/teach/Course15s

a.out gdb-internals.txt

¥ 0 A
o —~

2 @i ¢ =i 8l © &lrient shift + Right Alt
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» EIDEE, AHAKR—ME, FEEBmIFEEIT?
o JRIE. PEEE
¢ oFEE-> 1 omFEo .s oilR—> .o > > a.out
o INEFIT

e ./a.out

s BE, —(UFEFXXMIRER L 7 REE
+ BAME! HHRIER gec —MEFERREN
. B LSRR AT
* AR BRIXAIRZFE?

OO0 OO

ccl ‘ as collect2/Id
20




O Q- Q- QP~Q-O—0

ccl as collect2/Id

RE DRV A1)



PRIEEE (.c D .s)

ccl as collect2/Id

- [@ "FRIATUCKERR" (PA1)
» fiFEEE (OJ &A): WMA—IFRE, hditEerylm~
« RAI( (a + b) * (c + d)
- — 155 F4 (stack machine)
 push $a; push $b; add; push $c; push $d; add; mul

- BICImEas
+ TR — FEREDHT — BEN — IR IEWRES — SHSthL (k. (1%

&, BRTR) — ESENFFRDE .

/N

E1l E2

22



LImes (.s 2 .0)

- BREfE, (LRAASTIIES LI

- RIEIESEFMEEE
« LERAFE ELF RISERY i BArsgs

* printf("\x7f\x45\x4c\x46");...

00000000
00000010
00000020
00000030
00000040 :
00000050
00000060
00000070 :
00000080
00000090

7145
0100
0000
0000
5548
488b
0000
c6438
0000
0000

4c46
3e00
0000
0000
89e5
5510
488b
8d3d
488b
008b

0201
0100
0000
4000
4883
488b
0500
0000
0500
5008

0100
0000
0000
0000
ecl10
4518
0000
0000
0000
8915

0000
0000
b81e
0000
4889
4801
Q0ba
b800
0048
0000

0000
0000
0000
4000
7df8
do48
0doo
0000
8b10
0000

0000
0000
0000
000
4889
8905
0000
00e8
4889
0fb6

F—— T

0000
0000
0000
0e00
7510
0000
4889
0000
1500
400c

as

23
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_$ 1s
a.c a.out gdb-internals.txt
$

& @b ¢ 0= 01 & (& Rient shift + Rigdlt



941228 (.0 > a.out)

» IZHG Id script 18R IHGISRE. &
e gcc a.c -Wl,--verbose

- " RIENE, EATNRE: ML, EXTS

%ﬁi
I<k

SHENTHIE

|

SECTIONS {
. = 0x100000;
.text : { x(entry) *(.textx) }
etext = .; _etext = .;
.rodata : { *(.rodatax) } .data : { *(.datax) }
edata = .; _edata = .;

.bss : { *(.bssx*x) } text
_start_start = ALIGN(4096): data \ -
. = _start_start + 0x8000;

_stack_pointer = .;

end = .; _end = .; Xt / .data
_heap_start = ALIGN(4096); .data

_heap_end = 0x8000000;
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B @@ ¢ 0= i 8] @ (&) risnt shift + Right Agt



8&3E28 (.0 > a.out)

TANAY

e gcc a.c -Wl,--verbose
- " RERIEINE; BAIDRE:
SECTIONS {
. = 0x100000;
.text : { *x(entry) *(.textx) }
etext = .; _etext = .;
.rodata : { *(.rodatax) }
.data : { *x(.datax*) }
edata = .; _edata = .;
.bss : { *(.bss*) }
_start_start = ALIGN(4096);
. = _start_start + 0x8000;
_stack_pointer = .;
end = .; _end = .;
_heap_start = ALIGN(4096);
_heap_end = 0x8000000;

Id script FE7RTeR —IHHISAHFEE. ]

FaNE; EX

File Header

/e 3

=

.bss section

text sectiol
data sectiol
.bss sectio

File Header

text i

data secti

bss sectio

]
3
1
linlll
[TIT
At

File Header

27
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ccl as collect2/Id



- /7JHA
i;JK

BTzt

* YEMU FRRJEREFHUAS

#define TESTCASES(_)
\ _(1, 0b11100111, random_rm,
\ _(2, 0b000O0100, random_rm,
\ _(3, 0b11100101, random_rm,
\ _(4, 0b00010001, random_rm,
\ _(5, 0b11110111, random_rm,

- (BRBAREKFHKELIR

ASSERT_EQ(newR[01],
ASSERT_EQ(newR[11],
ASSERT_EQ(newR[01],
ASSERT_EQ(newR[01],
ASSERT_EQ(newM[71],

ST B Tilin

oldM[71) )
oldR[01) )
oldM[5]1) )
0ldR[@] + oldR[11) )
oldR[01) )

29


http://jyywiki.cn/pages/ICS/2020/demos/yemu.tar.gz

Differential Testing

s WEFIRS, B—2

for i in range(int(sys.argv[1])):
print('\n'.join(['si'] + [f'p ${r}' for r in ['eax', ...1]11))

N=10000
diff <(python3 cmdgen.py $N | ./x86-nemu-datui img) \
<(python3 cmdgen.py $N | ./x86-nemu img)

O QOO OO0~
OO0

30
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. IFETREL

o« EISZIOINEE
HittIheeErl LAE

BEE, u\

A SCIRRY?
= PC UM

- B 548
» watch point: BBZEEIH + 18BN

int $3

text

N GDB

- Iiﬁl\\\*fm
SHHT

CPU
B
BUfE

|
L

INT

31302928 27262524 2322212019181716151413 1211109 8 7 6 54 3 2 1 0

LEN|R/W|LEN |R/W/|LEN|R/W|LEN|R/W|0 0 /G| 0 0 1/G|L|G|L|G|L|G|L|G|L

3 3 2 2 1 1 0 0 D E(E|3[3|2|2|1|1|0|0

31 161514131211109 8 7 6 54 3 2 1 0

Reserved (set to 1) BBBf0111111111B/BBB

T|S|D 3/2{1|0

31 0

31 0

31 0
Breakpoint 3 Linear Address

31 0
Breakpoint 2 Linear Address

31 0
Breakpoint 1 Linear Address

31 0
Breakpoint 0 Linear Address

l:| Reserved

DR7

DR6

DR5S

DR4

DR3

DR2

DR1

DRO

31
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Linux Programmer's Manual MPROTECT(2)

mprotect, pkey mprotect - set protection on a region of memory

SYNOPSIS
#include <sys/mman.h>

int mprotect(void *addr, size t len, int prot);

#define _GNU_SOURCE /* See feature test macros(7) */
#include <sys/mman.h>

int pkey_mprotect(void *addr, size_t len, int prot, int pkey);

DESCRIPTION
mprotect() changes the access protections for the calling process's memory
pages containing any part of the address range in the interval

[addr, addr+len-1]. addr must be aligned to a page boundary.

If the calling process tries to access memory in a manner that violates
the protections, then the Kkernel generates a SIGSEGV signal for the

process.

prot is a combination of the following access flags: PROT_NONE or a bit-
wise-or of the other values in the following list:




1EI288GDB

PR AN
CEERLTHE T -

The ptrace() system call provides a means by which one process

Lﬂg%; — (the “tracer”) may observe and control the execution of another
° Ef@ﬂ]ﬁlb =

process (the “tracee”), and examine and change the tracee’s
giiﬁlﬁt memory and registers. It is primarily used to implement
) breakpoint debugging and system call tracing.

watch pointr=zwyanmyr =<

CPU | GDB‘)
_CPU

Ey\?las int $§3
|
g ilt

34




EI88GDB

- IFHFEEEASLI?
- EEOINEE: (1R PClYRTA

1&Ib %B D-J Ll - Iiﬁl\\\*fjl-’
- BEEL: P —FESH =
 watch point: BB + FaESEH

CPU | INT
_cPU- -
5?5
S

Inst: 1 byte

GDB

int
$0x80

35
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$ vim a.Sj

B @bw ¢ 0= &l @ &rient shift + Right 28



1EI288GDB

. IFETREL

o« EISZIOINEE
HittIheeErl LAE

BEE, u\

A SCIRRY?
= PC UM

- B 548
» watch point: BBZEEIH + 18BN

int $3

text

N GDB

- Iiﬁl\\\*fm
SHHT

CPU
B
BUfE

|
L

INT

31302928 27262524 2322212019181716151413 1211109 8 7 6 54 3 2 1 0

LEN|R/W|LEN |R/W/|LEN|R/W|LEN|R/W|0 0 /G| 0 0 1/G|L|G|L|G|L|G|L|G|L

3 3 2 2 1 1 0 0 D E(E|3[3|2|2|1|1|0|0

31 161514131211109 8 7 6 54 3 2 1 0

Reserved (set to 1) BBBf0111111111B/BBB

T|S|D 3/2{1|0

31 0

31 0

31 0
Breakpoint 3 Linear Address

31 0
Breakpoint 2 Linear Address

31 0
Breakpoint 1 Linear Address

31 0
Breakpoint 0 Linear Address

l:| Reserved

DR7

DR6

DR5S

DR4

DR3

DR2

DR1

DRO
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Trace/Profiler

. strace: NIABLETRIRIIT
« QN4AISCIR?

$ strace 1s
execve("/usr/bin/1s", ["1ls"], Ox7fff683feedd /* 60 vars */) = 0

brk (NULL) = 0x55d1f69bab0o0

arch prctl(0x3001 /* ARCH ?7?? */, Ox7fff7bal2c80) = -1 EINVAL (Invalid argument)
access("/etc/ld.so.preload", R 0K) = -1 ENOENT (No such file or directory)
openat (AT _FDCWD, "/etc/ld.so.cache", O RDONLY|O CLOEXEC) = 3

newfstatat(3, "", {st mode=S IFREG|0644, st size=69006, ...}, AT EMPTY PATH) = 0
mmap (NULL, 69006, PROT READ, MAP PRIVATE, 3, 0) = 0x7ff23c092000

close(3) =0

openat (AT _FDCWD, "/1ib/x86 64-linux-gnu/libselinux.so.1", O RDONLY|O CLOEXEC) = 3
read(3, "\177ELF\2\1\1\0\0\0\0\0\0\0\0\0\3\0>\0\1\0\0\0 p\0\0\0O\0O\0\0"..., 832) = 83
2

newfstatat(3, "", {st mode=S IFREG|0644, st size=166272, ...}, AT EMPTY PATH) = 0
mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) = 0x7ff23c0
90000

mmap (NULL, 177672, PROT READ, MAP_PRIVATE|MAP DENYWRITE, 3, 0) = 0x7ff23c064000

mmap (0x7ff23c06a000, 106496, PROT READ|PROT _EXEC, MAP PRIVATE|MAP_ FIXED|MAP DENYWRIT
E, 3, Ox6000) = Ox7ff23c06a000

mmap (0x7ff23c0684000, 32768, PROT READ, MAP PRIVATE|MAP FIXED|MAP DENYWRITE, 3, 0x200
00) = Ox7ff23c084000

mmap (0x7ff23c08c000, 8192, PROT READ|PROT WRITE, MAP_PRIVATE|MAP_ FIXED|MAP DENYWRITE
, 3, 0x27000) = Ox7ff23c08c000

mmap (Ox77f23c08e000, 5640, PROT READ|PROT WRITE, MAP PRIVATE|MAP FIXED|MAP ANONYMOUS
, -1, 0) = 0x7ff23c08e000

close(3) =0

openat (AT_FDCWD, "/1ib/x86 64-linux-gnu/libc.so.6", O RDONLY|O CLOEXEC) = 3

read (3, "\177ELF\2\I\I\3\0\O\O\O\O\O\O\O\3\0>\0\1\0\O\O\240\206\2\0\O\O\O\O"..., 832
) = 832




why@why-VirtualBox: ~/Documents/ICS2021/teach/Course17 why@why-VirtualBox: ~/Documents/ICS2021/teach/Course15

PTRACE(2) Linux Programmer's Manual PTRACE(2)

NAME

ptrace - process trace
SYNOPSIS
#include <sys/ptrace.h>
long ptrace(enum __ ptrace request request, pid_t pid,
void *addr, void *data);
DESCRIPTION

The ptrace() system call provides a means by which one process (the
"tracer"”) may observe and control the execution of another process (the
"tracee"), and examine and change the tracee's memory and registers. It
is primarily used to implement breakpoint debugging and system call trac-

ing.

A tracee first needs to be attached to the tracer. Attachment and subse-
quent commands are per thread: in a multithreaded process, every thread
can be individually attached to a (potentially different) tracer, or left
not attached and thus not debugged. Therefore, "tracee" always means
"“(one) thread", never "a (possibly multithreaded) process". Ptrace com-
mands are always sent to a specific tracee using a call of the form

ptrace(PTRACE foo, pid, ...)

Manual page ptrace(2) line 1 (press h for help or g to quit)
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SO A Lint

o KKXWEIFIZE— lint: gcc -Wall -Werror
e cppcheck

 Cert C Coding Standard
« BT checker

Introduction

F5 Robert Seacord 813, B242H Robert Schielaf&2%F —8 03, 2017

® Scope

e Audience

e How this Coding Standard is Organized
e History

e |SO/IEC TS 17961 C Secure Coding Rules
* Tool Selection and Validation

® Taint Analysis

e Rules versus Recommendations

e Conformance Testing

e Development Process

e Usage

e System Qualities

e Automatically Generated Code

e Government Regulations

e Acknowledgments

This standard provides rules for secure coding in the C pregramming language. The goal of these rules and recommendations is to develop safe, reliable, and

secure systems, for example by eliminating undefined behaviors that can lead to undefined program behaviors and exploitable vulnerabilities. Conformance to the
coding rules defined in this standard are necessary (but not sufficient) to ensure the safety, reliability, and security of software systems developed in the C

programming language. It is also necessary, for example, to have a safe and secure design. Safety-critical systems typically have stricter requirements than are

imposed by this coding standard, for example requiring that all memory be statically allocated. However, the application of this coding standard will result in high-
quality systems that are reliable, robust, and resistant to attack. 40


https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard
https://wiki.sei.cmu.edu/confluence/display/c/Rosecheckers+Code

SO ML E Sanitizer

AR I=1TAIEIMEDNRY assert()
@r)ﬁlﬂrﬁilb for (int i = 9; i < n; 1@ fault ¥2Rbug

for (int j = 9; j < n; +)

error failure
K7SiE R spec AT B timeout

« —LIEEESCAARY assertions

* assert(IS_GUESTPTR(ptr));

* (PMEM_MAP_START <= (x) &% (x) < PMEM_MAP_END)
* assert(IS_SMALLINT(x));

e (0 <= (x) && (x) <= 100)
* assert(IS_BOOL(ptr));

* ((x) =0 [| (x) == 1)

41
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BANFE 7 A7

“AREF A NREM, 7
“HEMTIT VAR MRS BEG . FIAIST, 7

» BESCI) LT T A (BYItENR)
- HEEAERENEREAEL]
© YmiEST (gcc)
« C4RER (as)
. 4588 (d)
» AIER (gdb)
« 1BERBF (strace/ltrace)
* profiler (perf)
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Cheers!

[linl

FCHYE
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