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֪ ғ ᴌ



  ₦

Å  ԓḳ
Å ת

Å ת ￼Ẕּז

Å ɒјῗҦ ɓ

Å PA/Lab/үӍҦ

ÅѭҜѱ PA ẦḊ ѱѰ҃אᶈἑ ό
ÅᵼѭӑҪјᴾ ᷃ῗת ј҃Ά│ḙ￼

2

ש ₴ bug ԋК ԋ҅ К ԋК



ת

3



ẦḊ ѳׁ

Åᾌ⃰Ọỗ ( Ϋḙ)

 ᵸ⇔ ῗḾ￼

῾╜Ҧ ⇔ ῗ ￼

4

Ғ crash ԋЇ Ғ ԋЇ HIT BAD TRAPԋЇ
ᵶ

ᵶװҿ Ғ ₴ bug Ї bug 



ת

Å ẑ￼ѣѦו
ÅҚ ќּף ∂￼ ӌ

Åת ∂Ҧ bug

Å ￼ ὼ

Åḫא Ҧ bug

Å (debugging)
ÅṰ ẑῶ bugιḅӍἧֹό

5



6

/

Ẑ ש

NEMU PA

.c



ѭҜѱdebug ѱᵿ

Åᵼѭ bug ￼ ᴧ ᴗ҃◙ ￼
Å ∂Ҧ Ҧ Ҧ Ҧ Cŀǳƭǘ όōǳƎύ Ҧ 9ǊǊƻǊ όẑꜛỗ ύ Ҧ CŀƛƭǳǊŜ

ÅἅҪᴱ ╜ֹ failure (I ╜￼ ‛ )

ÅἅҪᴵҨ₅‬ꜛỗ￼⃰ ớ (Ӈ Ẃ Ὴ)

Åῂ│ bug ᶈᵤ (⅛ ɒ ‎ɓ Ḿ￼)
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ѭҜѱdebug ѱᵿ

Åᵼѭ bug ￼ ᴧ ᴗ҃◙ ￼
Å ∂Ҧ Ҧ Ҧ Ҧ Cŀǳƭǘ όōǳƎύ Ҧ 9ǊǊƻǊ όẑꜛỗ ύ Ҧ CŀƛƭǳǊŜ

ÅἅҪᴱ ╜ֹ failure (I ╜￼ ‛ )

ÅἅҪᴵҨ₅‬ꜛỗ￼⃰ ớ (Ӈ Ẃ Ὴ)

Åῂ│ bug ᶈᵤ (⅛ ɒ ‎ɓ Ḿ￼)
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ӬỳἚ ￼ᵿ

9

i=0, j=0 i=1, j=0

i=0, j=0 i=0, j=1



ת

10

Е ᴂ ≡ ᴑ Ї Ӎ ҅
ү failureЇ ᴂ װ ԑⅎ ᵣ└ ҅ү error Ї

ש fault (bug)ɼ

i=0, j=0 i=1, j=0

i=0, j=0 i=0, j=1



Common practice
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int main() { 

sort();

/ / printf ();
find_something ();

// printf ();

delete_something();
// printf ();

} 

failure

error



ת

Å ת χὸ
ÅѭҜѱἅҪᵴ₮ɒᴅℓ ɓό

Åҡ ѦӬḧ⃰ ￼ꜛỗ֧ᴧ

Å⅛Ѧ ᴯ￼ ѭῶ ιḳ῏ֶḧῗᵋῗ error

ÅѭҜѱ ת ‎≡ּזό

Åᵼѭֶḧ ẑꜛỗ￼⃰ ớ Ẃᵿ

Å (ῗᵋᶈ DP /ᶃ │Ὴ ԄῊ ╓ό)

12

Е ᴂ ≡ ᴑ Ї Ӎ ҅
ү failureЇ ᴂ װ ԑⅎ ᵣ└ ҅ү error Ї

ש fault (bug)ɼ



Common practice: DP

13

failure

failure
error

error



ת εcontôdζ

Åḫ ѧ￼ χ ḻ ẑἚ ￼ (trace)

Å ṇ ꜛỗ (error) I ғּו￼ӈ

ÅӐ֧ Ẹ￼Ӭ

ÅԜ ẙ￼ḧӈᵙ Ᾰ

Åῳ ￼ѣѦṪԏ
Åprintf Ą ḧѲlog￼trace

Å+ ♄╗ᴵί ồ ḧӈ ᶽ₦ӈ ᶽᶚ҈זּ ҭ

Å-ῂ│ ḧӈ ᶽ ￼logs ת ‎⅝

ÅgdbĄὝҧ/ ᴯ trace
Å+ Ὕҧ ḧӈ үỴ‬ ẑԓ ꜛỗ

Å- ᶽ Ὴ

14



ת εcontôdζ

Åṍ ὶ ꜛỗ￼ֶḧ

15

error failure

x, y
a[i,j], %eax

printf printf printf

ҞҞ

gdb



16

/

Ẑ ש .c

printf Ą log trace
+ ɹ

ɹ
- ɹ logs

gdbĄ / trace
+ ɹ ɹ

-



ת χẔּזε1ζ

εјῗ ỴѲіɒ ẑɓ￼ζbug
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PAӌ ‖Ṯ

ÅӮḫ Һ ֹᶽ љ ῂԋ￼
ÅѼ ≡ῶỳ χ ᾸԎḫѼῗ

ÅἅҪẔ זַּ ת ᴞ ֘ ή

18

bash: curl: command not found

fatal error: 'sys/ cdefs.h ': No such file or directory #include 
<sys/ cdefs.h >

make[2]: *** run: No such file or directory. Stop. 

Makefile:31: recipe for target 'run' failed 

make[1]: *** [run] Error 2 
...



Faulty code

19

error failure



20
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PAӌ ‖Ṯ

ÅӮḫ Һ ֹᶽ љ ῂԋ￼
ÅѼ ≡ῶỳ χ ᾸԎḫѼῗ

ÅἅҪẔ זַּ ת ᴞ ֘ ή

22

bash: curl: command not found

fatal error: 'sys/ cdefs.h ': No such file or directory #include 
<sys/ cdefs.h >

make[2]: *** run: No such file or directory. Stop. 

Makefile:31: recipe for target 'run' failed 

make[1]: *** [run] Error 2 
...



23



ӕḒχἧјֹsys/ cdefs.h

Å'sys/cdefs.h': No such file or directory ιἧјֹᾰҭ
Å( ‎ῗּז perror() ἔᴍ֧‎￼ᵣή)

Å#include = ᶶֺ ι ⱡҺ Ể ‘

Åεἱ 20֫ ζ῎῎/ usr /include/x86_64 - linux - gnu/sys/ cdefs.h
ῗḕᶈ￼εman 1 locate ζ

Åὸתχ#include<> ḧῶ Ҏᾆ Ể
ÅѭҜѱѣѦ ι Ѧ ι Ѧј ό

Ågcc - m32 - v v.s. gcc Ƶv

Å ῗ‰֝￼ ֘ χ│ה ṯטἐὴ‬
Åᶈ Ḿᶶ /ṇҷ Ὴ⅝ STFW ῶᾦ

24



PAӌ ‖Ṯ

ÅӮḫ Һ ֹᶽ љ ῂԋ￼
ÅѼ ≡ῶỳ χ ᾸԎḫѼῗ

ÅἅҪẔ זַּ ת ᴞ ֘ ή

25

bash: curl: command not found

fatal error: 'sys/ cdefs.h ': No such file or directory #include 
<sys/ cdefs.h >

make[2]: *** run: No such file or directory. Stop. 

Makefile:31: recipe for target 'run' failed 

make[1]: *** [run] Error 2 
...



Ӕּז ת (cont'd)

Å⃰ ￼Ά│χת ẑ￼Ἒ ιẩ▐₣ֹẕѭӍṀ ҃bug

ÅsshχӔּז - v ₅‬ῄỐ

ÅgccχӔּז - v ἔᴍᴿ

ÅmakeχӔּזƵn ‬ Ḣᾯᵘҧ

Åmake ƵnB | grep Ƶve ƥʉ\ (echo \ | mkdir \ƾƦIҨ‬ Ḣᾯ nemu￼

ÅᴿѦṪԏ῞ ώӗ ו ιẁזּיἋ/Ầᴧ ҃ ẑ￼ ѭ

26



εјῗ ẑ￼ζBug

ÅUNIXќּף ӑӮүӍ҆ừ ῗᶈ
Åᵼ℅ make ι ῗ ẑἆ Ԅ/ ῶ bug

Å ( Ԅ/ ᴵҨ ἄῗ ẑ￼ ֫)

Å⃰ ￼ỗẙχἫἍῶ Ẹ ẑ‎
Åӑ֒҃ Ѧ ẑιאᶈ Ѧ ẑ֧ bug ҃ (ӕḅ Segmentation Fault)ιӑῗ
Ộ‾ὴ‬ Ѧ ￼ό

Åcurl: command not found

ÅƥÓÙÓƳcdef.h ƦƙNo such file or directory

Åmake run: No such file or directory

27



Ӕּז ת

ÅDebug (fault localization) ￼ᶢ ת ᵻ χ
ÅFault ( ẑ/ Ԅ/ ) Ą Error Ą Failure (I ╜)

Å ᶽ ֫Ṫԏ￼ Failure ῶɒᴝᵼἵᵓɓ
Åᵼ℅ ẁיӑồ ḧӈ fault

Åman perror : ‰֝ẓῶἔᴍerror message￼֩ᾭ

ÅѭҜѱҺἭ ?

Å֧ ᴝᵼἵᵓј֝ ἆјᶼ

Å ẑἚ ￼ ј

ÅῃⱡἅҪῶ ∂ι ָҚ ḧѼҺῶ Ѧ ∂

Å ḧῶӡỤ ẁיἅҪή

28



ת χẔּזε2ζ

PA/Lab/үӍҦ

29



NEMU￼ ᶴ

1. NEMU ≡ῶ Ҏ debug ӡỤ
ÅὝҧἚ Ἒ ι ṏ ҃ι ֹᶈ•ѦᶊΆ™Ỉע

Åֹẕᵤ ҃ ό

ÅḾ҈ cpu-testι ‍ ‍ ὝҧῄỐ

ÅἔḔ▫ἃ￼Ὴӧ bug ҃ ι ѱᶺὝҧΧΧ

Å LiteNESbug ҃ ι іᵤﬞᵭΧΧ

2. NEMU ῶѣѦṖ₭￼ꜛỗ 
ÅNEMU binary   ῗѦꜛỗ 

ÅḜ₩Ὁ҃ᴰ Ѧꜛỗ  (Ὕҧẑ֯)

Å ṏῗmonitor ￼ּזᶴή

30



31

/

Ẑ ש .c

error failure

mov add push

gdb/printf

monitor

ָ



ת ᵻ

₱ Ą Ą ҥֿב Ą Fault Ą Error Ą Failure

32



ת χẔּז (Again)

₱ Ą Ą ҥֿב Ą Fault Ą Error Ą Failure

ÅñTechnical Debtò

Åѧ„҃ό
Åѭ҃ồ♇ ẑι ӝ֒￼klib

Åѭ҃ ḫאὝҧι ἐ֒￼Ҧ

Åéé

33

ᵶ ₴Ғ ש Їᵶ ᵶ ɼ



ᶢ ֱ֝χᵻ

ÅḄ￼ ẑ
Åј ῎χ ῗӮҜѱ￼

Åᵼ℅Ҧ ⁪Ễ

Åј χ Ҧ ᵙ specification 

Åᵼ℅Ҧ ѧ￼ ╙Ễ

34

Programs are meant to be read by humans and only 

incidentally for computers to execute. ð D. E. Knuth

( ᾨ ָ ЇῚ ɼ)

Ą Ą Ą Fault Ą Error Ą Failure



ת χ

₱ Ą Ą ҥֿב Ą Fault Ą Error Ą Failure

35

assert

Ą Ą



ӕḒχẈ ‴￼╜

36



ӕḒχ ἴⱬҙ ♇￼Ẉ ‴

37

parent

left

right

t=y - >parent

X

y

A

B

C

parent left right

t t



ӕḒχ ἴⱬҙ ♇￼Ẉ ‴

38

// 
assert(u - >parent == u ||

u- >parent - >left == u ||
u- >parent - >right == u); 

assert( ! u- >left || u- >left - >parent == u); 

assert( ! u- >right || u- >right - >parent == u); 

// 
assert( ! u- >left || u- >left - >val < u- >val ); 
assert( ! u- >right || u- >right - >val > u- >val );



ת ￼ῳ Ẕּז

ÅᾸ ￼ỴѲ
ÅἫҦ ѧ ￼ specification ֒ ֧‎εᵻֹ ∂￼ᴰ ת ζ

ÅCŀǳƭǘ Ҧ 9ǊǊƻǊ ό╜ )

Å9ǊǊƻǊ Ҧ CŀƛƭǳǊŜ όᾸ )

ÅError Ῡ ￼ ῝ι

Å Ṁ assert failure ￼ᴪ Ӫ (slice) ẂᴵҨồ ḧӈֹ bug

39

  ɻ ש
ש Ҳ ꜘ (assertions)



ӕḒχNEMU ѧ￼Ᾰ

Å ‎Ễ≡ọ ιӇᴵҨώׁὋἈ Ҏ῾ ￼ bug

Åӕḅ memory error

40

static inline int check_reg_index( int index) { 

IFDEF(CONFIG_RT_CHECK, assert(idx >= 0 && idx < 32));

return index; 
} 

#define gpr(idx) (cpu.gpr[check_reg_idx(idx)]._64)

Assert(map != NULL&& addr <= map- >high && addr >= map- >low,

"address (0x%08x) is out of bound {%s} [0x%08x, 0x%08x] at pc = "
FMT_WORD, addr, (map ? map- >name: "???" ), (map ? map- >low : 0), (map ?
map- >high : 0), cpu.pc);



ַχ῭ᶺ￼Ᾰ

ÅӑῗᵋṸῺᶈ⅛ ₭Ὕ Ὴι ᶭז ѦᾸ
Åassert(obj - >low <= ptr && ptr < obj - >high);

Å Ѧ ᷈￼
Å- fsanitize =address

ÅAddress Sanitizer; asan Ƨטỗ ẑ֫‘ɓ

41

int * ref ( int *a, int i ) { 

return &a[ i ]; 

} 
void foo() { 

int arr [ 64]; 

* ref( arr , 64) = 1; // bug
}



42



ת χẔּז

Fault Ą Error Ą Failure

Cŀǳƭǘ Ҧ 9ǊǊƻǊ

ÅӼ֫￼╜

ÅӕḒχLab1 ╜

9ǊǊƻǊ Ҧ CŀƛƭǳǊŜ

ÅӼ ￼ῄỐ

ÅᴣῊ￼₅‬

ḄṪԏזּ
Åmonitor, gdb, ...

43



ӕḒχӔּזGDB

ÅGDB: ῳẂּז￼ᵘҧᶈ gdbcheat sheetεunavailableόζ

ÅSegmentation fault ῗ Ѧ ẂḄ￼ failure
Å•‍Ὕҧ ҃ │ԓḕ

Åῂ ṏῗ Ὕ Ὕ ′○֧ ᶤ○֧ΧΧ

ÅỘ‾ḧӈ segmentation fault ᴧּוῊ￼ ᴯ/Ὕҧό
Å(core dumped)

Ågdb- Ṿ backtraceι95% ẁӑḧӈֹ

44

$ ./ a.out
Segmentation fault ( core dumped)

http://jyywiki.cn/static/wiki/ics/gdb-cheat-sheet.pdf


ỳ ῭Ḅ￼ӌ όRTFMή

Å⅛₭ gdb Ԅ ᶤᵘҧι ♩҃
ÅẸӑỵֹј ￼Ὴӧι ḧῶה│ ֘

ÅgdbᴵҨᾟὙᵘҧε-x, -ex, éζ

45

set pagination off 

set confirm off 

layout asm
file a.out

b main 
r



Ở
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⅍ ḫᵙא￼ ᵎ￼ 

Å ת ἀιӇ֧ bug ҃ ι ῗј Ộѱה
Å ᴯ ᵎ￼

ÅӑḾҦ ￼ԋ ֫ јⱦủ

Åј ḅӍֶḧ ẑꜛỗῗᵋ⃰

ÅḾ ѷ҃

Å ѷᶢ

ÅἸῶɒἅјת ѦѼ ɓ￼ ẋӡỤ

Å   ᶢ PA ᶽḲῳ ￼
Å╦ ιӇῶҎᵃḙ ≡ ת

ÅדךӮֹ ῚἍῶ

Åѭӑ ṯ￼Ҧ

47



Ḅזּ ת

Å ת

ÅFault Ą α≡ β Ą Error Ą αᾘ β Ą Failure
Å҇֫‬ἧ ḻtrace ΧΧ

Å ḫ
Åת ẑḅӍḢἄḾאḫќּףүח￼Ἲ

ÅἅҪỄḳ῏ּז ṇᴯ ‎₦ὐ ᶽⅎ ẑἚ

ÅẊћὴ / Ԏѧ￼

48

/

Ẑ ש .c

error failure



ת χ

₱ Ą Ą ҥֿב Ą Fault Ą Error Ą Failure

49

assert

Ą Ą



ᴷі ᵄ￼bugҪ

ÅFirst bug

Å׳ẉ

ÅIntel╢♇ᾭbug

50

/

Ẑ ש .c


