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K QY debug yo

At mbugdl A Jd o @  OE Y
A o MM MCF dzf & 060 dzFJ 6MHL9 NBNENIAG dz
Aacet 4 falure( Ly )
AagcCl @ast "6@® &6 @H W H)
An| =~ bugpu (% b~ | b M G55)

1 #include <stdio. hsg

#define n 3

int Tﬁtnégnf] o ﬁ%* ” i&i_l_/ﬁ\;% " 1’%62'
(int i =,0; i<n; i++) 1B 84X AL c
(int j = 0; j<n; 1i++){
sum += 1 * j;

}

printf("sum = %d\n", sum);




K QY debug yo

At mbugdl A Jd o @  OE Y

A o MM MCF dzf & 060 dzFJ 6MHL9 NBNENIAG dz

Aacet 4 falure( Ly )
AagcCl @ast "6@® &6 @H W H)
An| =~ bugpu (% b~ | b M G55)

for (int i = 0; i < n; i+x) faulf ¥Fbug
for (int j = 9; j < n;(i4+)

error failure
R7&1E K spec A A A9 timeout
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for (int i = ©; i < n; i+x) faulf #2FFbug
for (int j = @; j < n;( i4+)

L ]

error failure
R7&1E K spec A W0 B timeout
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y failurel
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e = o I M
x| £ - L "y error
fault (bug)r

for (int 1 = 9; 1 < n; i+x) fault ¥Fbug
for (int j = 0; j < n;(i4+)
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Common practice

int  main() {
sort();
[ printf ();
find_something ();
Il printf ();
delete_something();
Il printf ();

}
error
—~ o~ —~ ~

failure
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Common practice: DP A A

error

failure

error \ J failure
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Nn €cond o0d

Ah A O X | Y 2 "E 83 (trace)
Ain "' (error)! T f 1 Ty J
AA  E@id

AW 44y @hyg= A

Aw it AT T
A printf A s h © log@®itrace
A+b5! i 106 hy 2 Ry J 19722 3 T
A-n| v hy 2z @bogs'n | %
Agdb A "Yry/ B 4 trace
A+4. “Ymahy yY! Y2
A-& 2z H

On
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for (int i =

; 1 < n; i+
for (int j = 9; j < n;

* o 9

fault ¥£Fbug

+)

printf A
+

|

error failure
K75 1E K spec AWM B9 timeout
log trace A / trace

J =

1 logs

gdb
+

| |
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bash: curl: command not found

fatal error: 'sys/ cdefs.h ': No such file or directory #include

<sys/cdefs.h >

make[2]: *** run: No such file or directory. Stop.

Makefile:31: recipe for target 'run' failed
make[1]: *** [run] Error 2
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EE BH HE BME &E #H

$ bash a.sh

<html>

<meta http-equiv="refresh" content="0;url=http://www.baidu.com/">
</html>

$ bash a.sh |

| &JRight Shift + Right Alt
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bash: curl: command not found

fatal error: 'sys/ cdefs.h ': No such file or directory #include

<sys/cdefs.h >

make[2]: *** run: No such file or directory. Stop.

Makefile:31: recipe for target 'run' failed
make[1]: *** [run] Error 2
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P & 0= &% Ul © (&) rignt shift + Right Alt
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Dy nj  sys/ cdefs.h

A'sys/cdefs.h': No such file or directory
A~ 111 perror)) €M, [ B 1)

A#include= ¢ N 15 t hd E
Aei D20 T 7 " /usrlinclude/x86 64

~

1 € p 9% man1locate

Ao nx #include<> h® PaJ E
AmKyb AA LA I A
Agcc -m32-v v.s.gcec A

o\

A T % e N xstovén
Ap M¢ /ny 'H% STFWO 0

- linux - gnu/sys/ cdefs.h
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bash: curl: command not found

fatal error: 'sys/ cdefs.h ': No such file or directory #include

<sys/cdefs.h >

make[2]: *** run: No such file or directory. Stop.

Makefile:31: recipe for target 'run' failed
make[1]: *** [run] Error 2
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FET N (cont'd)

A"

A | xn Y2EEE Y1 & JF z ®mMM7 ~ bug
Asshx Er -v 57 nNo

Agcex £t -v E MR Y

A makeq £ Zn ' " HQuU iy

A make ZnB |grep Zve p (echo\|mkdir\t R @7 ~ HQA  nemuiss
A \

ARATT” wé 1T 1 W' T A/JAANG” Y 2 B 1%
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At % J make M1 T Yza 3/ J& bug
A( = J' @ &7 Yz@ )
A*  ©ioy X "HA® EY 27
Aa "~ AYZ1 Xp AYZ, bug (ab Segmentation Fauit) & i
O™ nr A G830

A curl: command not found
Ap OUddef.h R kNo such file or directory
A make run: No such file or directory

AcE

Faulty code

error failure
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AET N

ADebug (fault localizatiod n + X
AFault 2/ =0/ J )A Error A Failure (
ANz ° Tu®iFalure o=t i 26
At %1 w* 40 hy fault
A man perror 1% z ®& M error messages
AmKyh'H ?
A sy i  ajz A
‘E ol N

A hozUl w' 6Cn
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Faulty code

error
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gdb/ printf

mov add push

monitor
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A H1 A Fault

A Error

A Failure
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N x Zit (Again)

Px x H1 A Fault A Error A Failure

AR Technical Debt 0

z ef w ol z Z [
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Aw- 6 e Y2z ok ©klib
Awm™ Jh XY ¢ @
Aé é
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Programs are meant to be read by humans and only
Incidentally for computers to execute. 8 D. E. Knuth
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Aj s " xT T YK o
At %M T E
Aj s x1. TIb = specification 7

A+ wih Aot LE

A A A Fault A Error A Failure

I |
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assert
P A A wi A Fault A Eror A Failure

I |
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parent

left

right

t=y - >parent

X
y
A
B
C

parent left right

A 1§ Eassert

|

ER > &it > %8 > Fault 2 Error = Failure
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eD X Al zZ 3 5JfllJIif€ feassert

ERk > &it > AR > Fault > Error = Failure |

/4
assert(u - >parent == u ||

u->parent->left ==u ||

u- >parent - >right == u);
assert( 'u->left || u->left ->parent == u);
assert( !'u->right || u->right ->parent == u);
V4
assert( 'u->left || u->left ->val < u->val);

assert( 'u->right || u->right ->val > u->val);
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v X 7 (assertions)

AA GY 6
AHM A oispecification . [ €+ 4P N n
ACldz G ™! 9NNR2 NI 6
A9ONNRBNJ M LHAT dZNB 6
A ErrorY @& "
A M- assert failurésivw 6 (slice) W' @6 hy bug



22D X NEMUA ©E8iA

A" 1 E=0o 1 H @o "OA PR ~ @ibug

Aaeb memory error

static inline int check reg_index(int index) {
IFDEF(CONFIG_RT_CHECK, assdrt( >= 0 && 1dx < 32));
return index;

}

#define gpr(idx) (cpu.gpr[check reg_idx(idx)]. 64)

Assert(map '= NULL&& addr <= map>high &&addr >= map=>low,

"address (0x%08x) is out of bound {%s} [0x%08x, 0x%08x] at pc ="
FMT_WOR®&Jdr, (map ? map>name: "???"),(map ? map=>ow : 0),(map ?
map=>high : 0), cpu.pc);
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Aat e UQp¥% K'Y Hi  wr AA
A assert(obj ->low <= ptr && ptr <obj ->high);

int *ref (int *a, int i){
return &afiJ;

}
void foo() {

int arr [ 64];
*ref( arr, 64) =1, /bug
}

A AT i
A - fsanitize =address
A Address Sanitizer: asan 2006Y 2 ‘b
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$
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Nn xZ4Z1

Fault A Error
Cldzt 0 ™ 9 NNZ NJ

T BTU
A monitor, gdb, ...

A Failure
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eDx At GDB

$./ a.out
Segmentation fault (core dumped

AGDBw W1 @it nyp gdbcheat sheet unavailabl®

ASegmentation fauft A WB & failure
Aet 'Y,y = | né
Afn 6T M"Y Y "o, i o XX

AO™ h y segmentation faultn 1 'H©E B /"YrH0
A (core dumped)
A gdb-s V backtrace 95% T wWa hy'
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http://jyywiki.cn/static/wiki/ics/gdb-cheat-sheet.pdf

y T Bioely o0 RTFM,

AYsk gdb VU ST
AEay | ©H61 hon| °

Agdb! @ 'HYUY ve -x,-e x ,{ é

set pagination off
set confirm off
layout asm

file a.out

b main

:
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A n
AFault A o= [ A Ermor A aoH B A Failure
A1 q | trace X X
A b

An YZbMHGMNDOK vy NG
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fraction (23 bits)

sign exponent (8 bits)
| I

) O O I ] R

Qlojojojojofojojopo

=

(bit index)

\ 4

f=1]

\ 4

= 0.15625
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