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* inline assembly



HEs=FIKAYA)



1< (Word size)

In computing, a word is the natural unit of data used by a particular
processor design. The number of bits in a word (the word size, word
width, or word length)...

+ BEE R TEH/NDEFERIA/N
- BRI/ (FREIRFRSEE)

UI




8 {11 (6502)

* 16 bit PC F517&5 (64 KiB SHULBES], KiBRAF, THERE/ZFREN
* Apple ll; Atari 2600; NES; ...




16&1% (8086/8088)

i

« BAIIFE EEKEI'JVEIT_ | B KRVEES
* 20 bit HBHIE (P EFES)

| iy numeric gad 132 characters/line?, U o 9600 b By and solutions you seek: you'll 3 “OVE
Bt feedhack G w8 characer msng per socond i - -
Vo o i kel N L R T .. there is half che fun I 1agine tha

il & i
iI:H:ll

[

ill
ol S
|;||1||! o}



32 {:7#]1, (Intel x86)

L

+ 8086 AhTHEES 4,096 {ZAIMBLIZS[E]
* 4 GiB RfF{E 1980s B KEIEEA T EINAY




64 \IH]], (x86-64; AArch64; RV64; ...)

» 64 {\iBUF=S|EIBEZRS] 17,179,869,184 GiB ATF
- BAIAURRSSESE 128 GiB RfF
- BRIEEREIFEEHEN (PML4)
o INIERYGLIRSE—AGSIIN 48 bit 4IEME (256 TiB)

iPhone



Fun Facts

s intZRBIPIKE
8 bit computer: 8 bit
16 bit computer: 16 bit
32 bit computer: 32 bit
64 bit computer: 32 bit
JVM (32/64 bit): 32 bit

Jn

AR EHR, 2,147,483,647 BEEEBKT

- ERAEHSRE



BSE>: ABI
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P SR

- BFRE: .c > .o (miF)F0 .0 > a.out (5E)
o REIRA., AEwEE. ARIESHZHESISFERRT LAsERS
- BIEER—) "HEES"

« B0 FfiJFBHIx86 calling convention
* cdecl (Linux)

e stdcall (Win32)
* /\gl_ﬂgh?lﬁﬂ'j *&T)E__I-L)\EL*ELHJEE

11



Application Binary Interface (ABI)

X slFAPI (Application Programming Interface)
« BFRIRIEHRIRNE

- ABI: ZJzEbinaryfJ1T /9

« HEHISUEFRIRSTU

- REVAR. RFERA......
- CIEESHUEREN TEITIHAFHNRZFE LR
* printfERFLASEIN, W/RIEBISNIRRYRERREL

- HEE. IIEEIAGE




fBIF: cdeclRRZUER

e caller stack frame
- FFESHUSENFREESRLE FRUIAE "REEKR" )
« Re2DREIHBUE
- BtEEZElcallee

e callee
« EAX{E/9IR[EIE
- Hth=1Fa880Rcallee save

void bar(int *);

int foo(int x) {
bar(&x);
return x;

}

13



cdeclRRZ/E

IR

int _cdecl foo(int m1, int m2, int m3, int m4);

KK o—s

esp e

=4l

pOhT

main&d &R

4

3
2
1

push

5 R bk

il

ik bk

}

return ml + m2 + m3 + m4;

int main() { foo(1,2,3,4);}

int foo(int m1, int m2, int m3, int m4) {

14



CdeCIIZl%é&i/% l%{ﬁu int _cdecl foo(int m1, int m2, int m3, int m4);

int foo(int m1, int m2, int m3, int m4) {

return ml + m2 + m3 + m4;

R o—s IR . int main() { foo(1,2,3,4);}

4
g] Disassembly of section .text:

y 00000000 <foo>:

: of le fb endbr32
2 4: push  %ebp
( : mov sesp,%ebp
3 ff ff ff call 8 <foo+0x8>
1 : 00 00 00 add
— 3 08 mov
N 41 45 0Oc mov
ebp iR ) M hE : add
Ak Ao hE : 45 10 mov
esp Old ebp : 2 add
. ® > 3 14 mov
*&]ﬁ add

pop
ret

00000025 <main>:

25: of le endbr32
29: push %
(=] mov sesp,%ebp
ff call 2d <ma1n+0x8:
00 add $0x1,%eax
push  $0x4
push  $0x3
push  $0x2
push  $0x1
call 3f <main+Oxla>
add $0x10,%esp
mov $0x0,%
leave
ret

15



A 24 \
Cdecl >|< 7k -L:l: l==s I int _cdecl foo(int m1, int m2, int m3,
:z;zr <, :J = 'ﬂJL\n
int foo(int m1, int m2, int m3, int
return ml + m2 + m3 + m4;
3
main e——» : : .
e main#g RO, int main() { foo(1,2,3,4);}
B3
4 g] Disassembly of section .text:
3 —_— 00000000 <foo>:
of le fb endbr32
2 push  %ebp
( mov sesp,%ebp
ff ff ff call 8 <foo+0x8>
1 : 00 00 00 add
— L: : 08 mov
4 3 4t Bod .
1d eb Ak o Bk : 45 10 mov
: dd
ebp R 0ld ebp -
add
5 A oum pop
4§%Jé?’7-¥%‘j3 ret
)S(‘E‘, ]‘gm‘«— 00000025 <main>:
es - 25: of le endbr32
> > 3 h =
1;52 ]-ﬁ e e5 r?wg\sf %ebp
f

ff
00

call
add
push
push
push
push
call
add
mov
leave
EH:

2d <ma1n+0x8:
$0x1,%eax

$0x4

$0x3

$0x2

$0x1

3f <main+0xla>
$0x10,%esp
$50x0,%

int m4);

m4) {

16



A 24 \
Cdecl >|< 7k -L:l: l==s I int _cdecl foo(int m1, int m2, int m3,
:z;zr <, :J = 'ﬂJL\n
int foo(int m1, int m2, int m3, int
return ml + m2 + m3 + m4;
3
main e——» : : .
e main#g RO, int main() { foo(1,2,3,4);}
B3
4 g] Disassembly of section .text:
3 —_— 00000000 <foo>:
of le fb endbr32
2 push  %ebp
( mov sesp,%ebp
ff ff ff call 8 <foo+0x8>
1 : 00 00 00 add
— L: : 08 mov
4 3 4t Bod .
1d eb Ak o Bk : 45 10 mov
: dd
ebp R 0ld ebp -
add
5 A oum pop
4§%Jé?’7-¥%‘j3 ret
)S(‘E‘, ]‘gm‘«— 00000025 <main>:
es - 25: of le endbr32
> > 3 h =
1;52 ]-ﬁ e e5 r?wg\sf %ebp
f

ff
00

call
add
push
push
push
push
call
add
mov
leave
EH:

2d <ma1n+0x8:
$0x1,%eax

$0x4

$0x3

$0x2

$0x1

3f <main+0xla>
$0x10,%esp
$50x0,%

int m4);

m4) {

17



int

SN[z 5¥5 *E | fiﬂﬂf;i_l
CdeC“Z&&l/n siakvd
main e—— »
*%}E% ebp main®y X, 5 e hk
4
=
2
1 f
es 1A 18] o b —
1?&%]]}1 o Ak Ao b

_cdecl foo(int m1,

int foo(int m1,

int m2,

int m2,

int m3,

int m3, int

return ml + m2 + m3 + m4;

int main() { foo(1,2,3,4);}

Disassembly of section

00000000 <foo>:

of le fb

ff ff ff
00 00 00

08
0c

10

14

00000025 <main>:
25: of le
29:

eb
ff
00

text:

endbr32

push  %ebp

mov sesp,%ebp
call 8 <foo+0x8>
add

mov

mov

add

mov

add

mov

add

pop

ret

endbr32
push %

mov sesp,%ebp

call 2d <ma1n+0x8:
add $0x1,%eax

push  $0x4

push  $0x3

push  $0x2

push  $0x1

call 3f <main+Oxla>
add $0x10,%esp

mov $0x0,%

leave

ret

int m4);

m4) {
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CdeCIIZl%é&i/% l%{ﬁu int _cdecl foo(int m1, int m2, int m3, int m4);

int foo(int m1, int m2, int m3, int m4) {

return ml + m2 + m3 + m4;

main e—— . . .
maintd # r—_— int main() { foo(1,2,3,4);}

TR ebp
4
g] Disassembly of section .text:

3 . 09000000 <fo0>:
] of le fb endbr32
2 4: push  %ebp
( : mov sesp,%ebp
ff ff ff call 8 <foo+0x8>
esp 1 : 00 00 00 add
> fil *r—> — : 08 mov
*& TJ\ 4: 45 Oc mov
: add
Ak o Bk : 45 10 mov

add
14 mov
add
pop

ret

00000025 <main>:
253 of le endbr32
29: push %
e5 mov sesp, %ebp
ff call 2d <ma1n+0x8:
00 add $0x1,%eax
push  $0x4
push  $0x3
push  $0x2
push  $0x1
call 3f <main+0xla>
add $0x10,%esp
mov $50x0,%
leave
ret

19



CdeCIIZ|§&L% l%{ﬁu int _cdecl foo(int m1, int m2, int m3, int m4);

- int foo(int m1, int m2, int m3, int m4) {
return ml + m2 + m3 + m4;
3
B 2P, —
maintd # r—_— int main() { foo(1,2,3,4);}

N esp ]

g] Disassembly of section .text:

é 00000000 <foo>:

of le fb endbr32
push  %ebp
( mov sesp, %ebp
ff ff ff call 8 <foo+0x8>
: 00 00 0O add
— . 08 mov
4: 45 0Oc mov
: add %
Ak o Bk : 45 10 mov bp) , %eax

add % %sedx
14 mov bp) ,%eax
add seax

pop

ret

00000025 <main>:
253 of le endbr32
29: push %
(=] mov sesp,%ebp
ff call 2d <ma1n+0x8>
00 add $0x1,%eax
push  $0x4
push  $0x3
push  $0x2
push  $0x1
call 3f <main+0xla>
add $0x10,%esp
mov $50x0,%
leave
ret

A A £ R T A AR AR 28 7T R 20




[R5

int foo(int m1, int m2, int m3, int m4) {
return ml + m2 + m3 + m4;

I Y N AT T T

cdect Wb REAESHNE  BEARF T S 2 4
stdeal | ABRAMAESHAK  SHEAF  TusesgsressFig _fooll6
3K P ANDWORD X & &% & ) F 57
fastcal | HBEANTHE, T B K F O+ K L+O+ B F TR
M AR A A,

PEELE LN VR N K F B H %, RNpascal L4



$ gcc -c -02 -m32 foo.c

RESLIRICED: "SI T

Disassembly of section .text:

- EICRNF/SFRAHEMS TR ST

mov 0x8(%esp) ,%eax
3 0,

IS — N : 03 44 24 04 dd 0x4 (% ), %
- RISEAEH “BERT B, AREANEERED i ocche
14: c3 ret

* James C. King. Symbolic execution and program

Disassembly of section .text.startup:

ACM, 19(7), 1976 00000000 <main>:

BE f3 of le fb endbr32
4: 31 c@ xar %eax , %seax
ret

o fiF%ll: -m32 -02 -fno-pic({fEFXK

000004f0 <foo>:

4f0: 83 ec 18 sub $0x18,%esp

4f3: 8d 44 24 1c lea 0x1c(%esp),%eax
4f7: 50 push %eax

4f8: e8 13 00 00 00 call 510 <bar>

4fd: 8b 44 24 20 mov 0x20(%esp), %eax
501: 83 c4 1c add $0x1c, %esp

504: c3 ret

22



14 18] ¥ hE

esp
[

v

0000040 <foo>:
4f0: 83 ec 18

4f3:. 8d 44 24 1c
4f7:. 50

4f8: e8 13 00 00 00
4fd: 8b 44 24 20
501: 83 c4 1c

504: c3 ret

sub $0x18, %esp

lea 0x1c(%esp),%eax

push %eax
call 510 <bar>

mov 0x20(%esp),%eax

add $0x1c,%esp

=

23



)5

esp
[

B H
e — I
15 5] e hE
UB
UB 0000041:0 <'FOO>:
4f0: 83 ec 18
UB 4F3: 8d 44 24 1c
UB 4f7: 50
4f8: e8 13 00 00 00
UB 4fd: 8b 44 24 20
501: 83 c4 1c
UB 504: c3 ret

v

sub $0x18, %esp

=

lea Ox1c(%esp),%eax (ummm

push %eax
call 510 <bar>

mov 0x20(%esp),%eax

add $0x1c,%esp

24



)5

esp
[ 4

B H
I =) M bt
UB
UB 0000041:0 <'FOO>:
4f0: 83 ec 18
UB 4F3: 8d 44 24 1c
UB 4f7: 50
4f8: e8 13 00 00 00
UB 4fd: 8b 44 24 20
501: 83 c4 1c
UB 504: c3 ret
Mo, bt

v

sub $0x18, %esp

lea 0x1c(%esp),%eax

push %eax
call 510 <bar>

mov 0x20(%esp),%eax

add $0x1c,%esp

=

25



23 A1)y

esp
[

B
2 5] Ho, b
uB
UB
4f0Q:
UB 43
UB A7
__,  Af8:
UB 4fd:
501:
UB 504:
Hohb
iR =) Mot

v

83
8d
50
e8
8b
83
c3

000004f0 <foo>:

ec 18
44 24 1c

13 00 00 00
44 24 20

c4 1c

ret

sub $0x18, %esp

lea 0x1c(%esp),%eax

push %eax

call 510 <bar> <
mov 0x20(%esp),%eax

add $0x1c,%esp

foo (int x){
bar(&x);

26



)5

P4
I E) Mo bt
UB
UB
4f0Q:
UB 43
UB A7
48
UB 4fd:
501:
uB 504:
Hoht

esp

v

83
8d
50
e8
8b
83
c3

000004f0 <foo>:

ec 18
44 24 1c

13 00 00 00
44 24 20

c4 1c

ret

sub $0x18, %esp

lea 0x1c(%esp),%eax
push %eax

call 510 <bar>

mov 0x20(%esp),%eax
add $0x1c,%esp

=

foo (int x){
bar(&x);

27



)5

paral

14 18] ¥ hE

esp

v

0000040 <foo>:
4f0: 83 ec 18

4f3:. 8d 44 24 1c
4f7:. 50

4f8: e8 13 00 00 00
4fd: 8b 44 24 20
501: 83 c4 1c

504: c3 ret

JZ XXX

F =0

ZF

sub $0x18, %esp

lea 0x1c(%esp),%eax

push %eax
call 510 <bar>

mov 0x20(%esp),%eax

add $0x1c,%esp

/Nn‘p

=1

<4

28



$ gcc -c -02 -m32 foo.c

RESLIRICED: "SI T

Disassembly of section .text:

- EICRNF/SFRAHEMS TR ST

mov 0x8(%esp) ,%eax
3 0,

IS — N : 03 44 24 04 dd 0x4 (% ), %
- RISEAEH “BERT B, AREANEERED i ocche
14: c3 ret

* James C. King. Symbolic execution and program

Disassembly of section .text.startup:

ACM, 19(7), 1976 00000000 <main>:

BE f3 of le fb endbr32
4: 31 c@ xar %eax , %seax
ret

o fiF%ll: -m32 -02 -fno-pic({fEFXK

000004f0 <foo>:

4f0: 83 ec 18 sub $0x18, %esp

4f3: 8d 44 24 1c lea 0x1c(%esp),%eax
4f7: 50 push %eax

4f8: €8 13 00 00 00 call 510 <bar>

4fd: 8b 44 24 20 mov 0x20(%esp), %eax
501: 83 c4 1c add $0x1c,%esp

504: c3 ret

29



x86-64: H{FesSREL,

GOt
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H1FEE (1): 2%7%H 1A32

m
1R @ {8

%rax %eax
AAE R %rbx %ebx %bx %b1 %bh
4 %rcx %ecx %Cx %cl %ch
53 %rdx %edx %dx %d1 %dh
SH2 %rsi %esi %si %sil
251 %rdi %edi %di %dil
HAERT %rbp %ebp %bp %bpl

%I %rsp %esp %sp %spl



2178(2): BTHEINAIEST7EE

* x86-64 1 7t T (R 17=s!
. FEBUAHG A2 B0, BEEsyT! |

& | 64 | fE32b | fRieb | fEsb | 81Sb_

S5
Z¥16
A& RT
G
C unsued
A& R
A& R
HRERS

%r8

%r9
%rle
%rll
%rl2
%rl3
%rla
%rl5

%r8d

%rod
%rled
%rlld
%rl2d
%rl3d
%rlad
%rl5d

%r8w

%6row
%rlow
%rllw
%rl2w
%rl3w
%rldw
%r15w

%r8b

%rob
%rleb
%rllb
%rl2b
%rl3b
%rldb
%rl1l5b

xH)
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A + B in x86-64

int f(int a, int b) {
return a + b;

00000510 <add_32>:

510: 8b 44 24 08 mov 0x8(%esp), %eax
514: 03 44 24 04 add 0x4(%esp), %eax
518: c¢3 ret

P0000000V0VVVV630 <add_64>:
630: 8d 04 37 lea (%rdi,%rsi,1),%eax
633: c3 retq

33



max in x86-64

int max(int a, int b) {
if (a > b) return a;

else return b;

00000514 <max_32>:

514: 8b 44 24 04 mov 0x4(%esp), %eax movl 4(%esp), %eax

518: 3b 44 24 08 cmp 0x8(%esp), %eax movl 8(%esp), %edx

51c: 7d 04 jg 522 <max+0xe> S el
cmovl %edx, %eax

51e: 8b 44 24 08 mov Ox8(%esp), %eax ret

522: c3 ret

0000000000000640 <max_64>:

640: 39 f7 cmp %esi,%edi
642: 89 f0 mov %esi, %eax
644: 0f 4d c7 cmovge %edi, %eax
647: c3 retq

34



[EREFRTIERESE LE

« Y15 6 INESEBYEE: rdi, rsi, rdx, rex, r8, r9
« callee FILAfERIEHIX 6 MNEFeslYE
- fRIREER T EANEAREDE (KiER R RTFEGE)

o B+

void plus(int a, int b) {
fprintf(stdout, "%d + %d = %d\n", a, b, a + b);
3
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void plus(int a,
fprintf(stdout,

3

o SCRRIfE
EEGENSE

« calling convention:

0000000000700 <plus>:

700:
704 :
706:
70d:
714:
717:
719:
71e:

rdi

44
89
48
48
41
31
be
e9

8d oc 37

9

8b 3d 03 09 20 00
8d 15 bo 00 00 00
89 fo

co

01 00 00 00

5d fe ff ff

rsi ro

int b) {
"%d + %d

rcx

b a+b

= %d\n", a, b, a + b);

EI’J/—E __fprintf chk@plt
stdout, %d + %»d = %d\n, a, b, a + b

rdi, rsi, rdx, rcx, r8, r9

lea (%rdi,%rsi,1),%r9d
mov %edi,%ecx 201010

4=

mov ©0x200903(%rip),%rdi # XXXXXX <stdout@@GLIBC 2.2.5>

lea Oxb@(%rip),%rdx # 7c4 < I0 stdin_used+0x4>
mov %esi,%r8d

Xor %eax,%eax

mov $0x1,%esi

jmpqg 580 <__ fprintf_chk@plt>
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void plus(int a, int b) {
fprintf(stdout, "%d + %d
3
* SCRRE

0000000000700 <plus>:

700:
704 :
706:
70d:
714:
717
719:
71le:

rdi

44
89
48
48
41
31
be
e9

8d
9
8b
8d
89
co
o1
5d

rsi

Oc 37

3d 03 09 20 00
15 bo 00 00 00
fo

80 00 00
fe ff ff

ro

stdout, %d + %d = %d\n,
rdi, rsi, rdx, rcx, r8,

rcx

a+b

= %d\n", a, b, a + b);

EI’J/—E __fprintf chk@plt
R BIBAISEL

« calling convention:

lea (%rdi,%rsi,1),%r9d
mov %edi,%ecx

a, b, a+b

ro

4=

mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>

lea Oxbo(%rip),%rdx # 7c4 < I0 stdin_used+0x4>

mov %esi,%r8d
Xor %eax,%eax
mov $0x1,%esi
jmpqg 580 <__ fprintf_chk@plt>

rsp &—

A

data

rip e—

code
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void plus(int a, int b) {
fprintf(stdout, "%d + %d
3
* SCRRE

0000000000700 <plus>:

700:
704 :
706:
70d:
714:
717
719:
71le:

rdi

44
89
48
48
41
31
be
e9

8d
9
8b
8d
89
co
o1
5d

rsi

Oc 37

3d 03 09 20 00
15 bo 00 00 00
fo

80 00 00
fe ff ff

ro

stdout, %d + %d = %d\n,
rdi, rsi, rdx, rcx, r8,

rcx

stdout

a+b

= %d\n", a, b, a + b);

EI’J/—E __fprintf chk@plt
R BIBAISEL

« calling convention:

lea (%rdi,%rsi,1),%r9d
mov %edi,%ecx

mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
lea Oxbo(%rip),%rdx # 7c4 < I0 stdin_used+0x4>

mov %esi,%r8d
Xor %eax,%eax
mov $0x1,%esi
jmpqg 580 <__ fprintf_chk@plt>

a, b, a+b

ro

rsp &—

A

data

rip e—

code

38
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void plus(int a,
fprintf(stdout,

3

o SCRRIfE
EEGENSE

« calling convention:

0000000000700 <plus>:

int b) {
"%d + %d

= %d\n",

EI’J/—E __fprintf chk@plt
stdout, %d + %d = %d\n,

a, b, a+ b);

a, b, a+b

rdi, rsi, rdx, rcx, r8, r9

700: 44 8d oc 37 lea (%rdi,%rsi,1),%r9d
704: 89 f9 mov %edi,%ecx
706: 48 8b 3d 03 09 20 00 mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
70d: 48 8d 15 bo 00 00 00 lea OxbO(%rip),%rdx # 7c4 < IO stdin_used+0x4>
714: 41 89 f0o mov %esi,%r8d
717: 31 co Xor %eax,%eax
719: be 01 00 00 00 mov $0x1,%esi
71le: e9 5d fe ff ff jmpqg 580 <__ fprintf_chk@plt>
rdi rsi ro rcx rdx vud + %d = %d\n" ota
stdout b a+b a -——_____f:;;:i___é
code

rip e—

39
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void plus(int a,
fprintf(stdout,

3

o SCRRIfE
EEGENSE

« calling convention:

0000000000700 <plus>:

int b) {
"%d + %d

= %d\n",

rdi, rsi, rdx, rcx, r8,

EI’J/—E __fprintf chk@plt
stdout, %d + %d = %d\n,

a, b, a+ b);

a, b, a+b
ro

700: 44 8d oc 37 lea (%rdi,%rsi,1),%r9d
704: 89 f9 mov %edi,%ecx
706: 48 8b 3d 03 09 20 00 mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
70d: 48 8d 15 bo 00 00 00 lea OxbO(%rip),%rdx # 7c4 < IO stdin_used+0x4>
714: 41 89 f0o mov %esi,%r8d
717: 31 co XOor %eax,%eax  (umm
719: be 01 00 00 00 mov $0x1,%esi
71le: e9 5d fe ff ff jmpqg 580 <__ fprintf_chk@plt>
rdi rsi ro rcX rdx
cc » data
stdout b a+b a \-\
r8d eax rip e— code
b 0

40



void plus(int a,
fprintf(stdout,

3

o SCRRIfE
EEGENSE

« calling convention:

0000000000700 <plus>:

int b) {
"%d + %d

= %d\n",

rdi, rsi, rdx, rcx, r8,

EI’J/—E __fprintf chk@plt
stdout, %d + %d = %d\n,

a, b, a+ b);

a, b, a+b
ro

700: 44 8d oc 37 lea (%rdi,%rsi,1),%r9d
704: 89 f9 mov %edi,%ecx
706: 48 8b 3d 03 09 20 00 mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
70d: 48 8d 15 bo 00 00 00 lea OxbO(%rip),%rdx # 7c4 < IO stdin_used+0x4>
714: 41 89 f0o mov %esi,%r8d
717: 31 co Xor %eax,%eax
719: be 01 00 00 00 mov $0x1,%esi ==
71le: e9 5d fe ff ff jmpqg 580 <__ fprintf_chk@plt>
e A
rdi rsi r9 rcx rdx
"%d + %d = %d\n" data
stdout 1 a+b a \\
r8d eax rp e— code
b 0
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il

* p 1 us E/.\]H?XJE z. \*E%\

71le: e9 5d fe ff ff jmpg 580 < fprintf chk@plt>

- HAZ2RERBNprintf, MEAANEHERICERRA
o ERZSHETE mov $0x1,%esi

« EEjnpRRNARECREE —kretig<S
- (8T __ fprintf chk@pltBiretig<IREIEplusBVAHE
- WRBIRMENE, MieEhkcallifs; R plusiREBlprintfAUER, KIARE
jmp
. %!E’JT IER—%1ES
M retXI o IR RRAIH G
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http://refspecs.linuxbase.org/LSB_4.1.0/LSB-Core-generic/LSB-Core-generic/libc---printf-chk-1.html

XJEb32{iiprintf

- T, (BIESHITIREHE—E

void plus(int a, int b) {
fprintf(stdout, "%d + %d = %d\n", a, b, a + b);

3
000005b4 <plus>:
5b4: 83 ec 14 sub $0x14,%esp
5b7: 8b 44 24 18 mov Ox18(%esp) , %keax
S5bb: 8b 54 24 1c mov Ox1c(%esp),%edx
S5bf: 8d Oc 10 lea (%eax,%edx,1),%ecx
5c2: 51 push %ecx
5c¢3: 52 push %edx
5c4: 50 push %eax
5c5: 68 60 06 00 00 push $0x660
S5ca: 6a 01 push $0x1
5cc: ff 35 00 00 00 00 pushl ox0
5d2: e8 fc ff ff ff call 5d3 <plus+0x1f>
5d7: 83 c4 2c add $0x2c, %esp
5da: c3 ret

5db: 90 nop



— P EEBHY/NE)R

* x86-64 IZE 17 EIESEN
« void f(int x) {.. & ..} EEEHA?

- WX A S NN EATF, RIEESEAE
- (RIRIRREHR TR RIE
- (BRIERHARSXEME

void bar(int *);

int foo(int x) {
bar(&x);
return x;

3
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$ gcc -c -02 foo.c
EI EHJJ:\ = =t $ objdump -d foo.o
Yol

foo.o: file format elf64-x86-64

Disassembly of section .text:

void bar(int *);
GGGGGGGBGGGGGGGG <foo>:

int foo(int x) { : f3 0f le fa endbré4
bar(&x); 4: 48 83 ec 18 sub $0x18,%rsp
ST e : 89 7c 24 Oc mov %edi,ﬂxc 18
b : 48 8d 7c 24 0Oc lea Oxc(%rsp),%sr
) : e8 00 00 00 00 call 16 ¢f00+0x16)
: 8b 44 24 0c mov (%
48 83 c4 18 add
c3 ret
rsp e >
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2N N s s ; gcc -c -02 foo.c
13§%E§51 :él: .l‘it $ objdump -d foo.o

foo.o: file format elf64-x86-64

Disassembly of section .text:

void bar(int *);
000POONANALAO0OO <foo>:

int foo(int x) { 0: f3 of le fa endbré4
bar(&x); 4: 48 83 ec 18 sub $0x18,%rsp
ST e : 89 7c 24 Oc mov %edi,ﬂxc 18
b 48 8d 7c 24 0Oc lea Oxc(%rsp),%sr

) : e8 00 00 00 00 call 16 <foo+0x16>
: 8b 44 24 0c mov (%
48 83 c4 18 add
c3 ret

rsp e >
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$ gcc -c -02 foo.c
EI EHJJ:\ = =t $ objdump -d foo.o
Yol

foo.o: file format elf64-x86-64

Disassembly of section .text:

void bar(int *);
GGGGGGGGGGGGGGGG <foo>:

int foo(int x) { : f3 of le fa endbré4
bar(&x); 4: 48 83 ec 18 sub $0x18,%rsp
ST e : 89 7c 24 Oc mov %edi,@xc 18
b : 48 8d 7c 24 lea 0xc(%rsp),%rdi
} . e8 00 00 00 call 16 <foo+0x16>

8b 44 24 oc mov (c(%rsp) ,%eax
48 83 c4 18 add ol
c3 ret

s

rsp e >
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swap Iin x86-64

- BHISKRIR, x86-64REIRAVARLH, FHEH

» void swap(int *x, int *y); ZIRHMSHIERAIEF

mov
mov
mov
mov
mov
mov

pPop

mov
mov
mov
mov

Ox8(%esp) , %edx
Oxc(%esp) , %eax
(%edx) , %ecx
(%eax) , %ebx
%ebx, (%edx)
%ecx, (%keax)
%ebx

(%rdi), %eax
(%rsi), %edx
%edx, (%rdi)
%eax, (%rsi)

HIE< F5
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int fact(int n) {
int res = 1;

do { res *= n; n--; } while (n > 0);
return res;
3
mov $0x1, %eax
nopl (%rax)
imul %edi , %eax
sub $0x1, %edi
test %edi , %edi
jg L1
repz retq

« M MERNAE:
* nopl (%rax) : HEXIFT (padding)
* repz retq: BAIEIEESRD ISR



W Bl 3B

0000000000000704 <fib>:
704:
705:
706:
708:
70a:
10e:
711:
713:
716:
719:
Tle:
7120
7122:
7125:
7126:
127
728:

55
53
89
31
48
83
Te
8d
83
e8
01
eb
8d
5a
5b
5d
c3

fd
db
83
fd
of

ed
eb
c3
ec
43

ec 08
01

ff

02
ff ff ff

01

push
push
mov
Xor
sub
cmp
jle
lea
sub
callq
add
jmp
lea
pop
pPop
pop
retq

%rbp

%rbx

%edi, %ebp
%ebx , %ebx
$0x8,%rsp
$0x1, %ebp

722 <fib+0x1e>
-0x1(%rbp), %edi
$0x2, %ebp

704 <fib>
%eax , %ebx

70e <fib+0xa>
0x1(%rbx) ,%eax
%rdx

%rbx

%rop
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Inline Assembly
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7 C RTBr R N4

\—

- fmigen. £ CE "REENE" ULgmAES

« BBEAIRAZRLAEIESZ] Ej]:ﬂi)\/ Come?
o oL fmiFEssmii "Er&ﬁu*ﬁ)ﬁ'

objdump -d foo.o

. . ] foo.o0: file format elf64-x86-64
int foo(int x, int y) {

x++; y++;
asm ("endbr64;"

Disassembly of section .text:

0000000000000000 <foo>:

".byte 0xf3, 0x0f, 0xle, Oxfa" : f3 0f le fa endbré4
4: 55 push Op
); : 48 89 e5 mov sp,%rbp
: 89 7d fc mov dl -0x4 (%rbp)
return x + y; : 89 75 f8 mov | bp
} : 83 45 fc addl
83 45 f8 addl >0x1 0x8{ﬁrbp}

f3 0f le endbré4

f3 0f le endbré4

8b 55 fc mov -0x4 (%rbp) , %edx
8b 45 f8 mov - srbp) , %eax
01 do add %edx, %eax

5d pop %rbp

c3 ret
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e = 1==hy 1] =1 ok

HRRIZRIAT,

int foo(int x, int y) {

int z;

X++; y++;

asm (
"addl %1,
"movl %2,

"=r"(z)
"r'"(x),
);
return z;

%2; "

%0; "

// output
"r"Cy) // input

0000000000000000

f3
55
48
89
89
83
83
8b
8b
01
89
89
8b
5d
c3

of

89
7d
75
45
45
45
55
c2
do
45
45

le

e5
ec
ed

gcc -00

endbré4

push

mov sp,%rbp

mov sedi, -0x14 (%
mov %esi, -0x1

addl

addl $0x1, -0x18(

mov -0x14(%rbp) ,%
mov -0x18(%rbp) , %edx
add ' '

mov

mov %eax, -0x4(%rbp)
mov -0x4(%rbp) ,%eax
pop %srbp

ret >4



B CRhigia) C tHRASRIATS

int foo(int x, int y) {

int z;
X++; y++;
asm (
"addl %1,
"movl %2,
"=r"(z)
",
);

return z;

%2; "
%0; "

// output
"r"Cy) // input

00POEOABOAOAOAOO <foo>:
2 f3 0f 1le fa
83 c7 01

8d 46 01
01 8

89 cb

c3

gcc—02

endbréd

add
lea
add
mov
ret
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B CRhigia) C tHRASRIATS

int foo(int x, int y) {
int z;
X++; y++t;
asm (
"addl %1, %2; "
"movl %2, %0; "
"=&r"(z) // output
"r"(x), "r"Cy) // Input
);

return z;

3 0000000000000000 <foo>:

f3 0f le fa
83 c7 01

83 c6 01

01 fe

89 f0O

c3

gcc—02

endbre4
add
add

add
mov
ret

$0x1,%edi
$0x1.%esi
Sedi,%esi
%esi.%eax
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B CRhigia) C tHRASRIATS

int foo(int x, int y) {
int z;
X++; y++t;
asm (
"addl %1, %2; "
"movl %2, %0; "
"=r"(z) // output
"r"(x), "r"Cy) // Input
);

return 0;

0000000000000000 <foo>:
0:

4:
6:

f3 0f 1le fa
31 cO
c3

gcc—02

endbré4
Xor %eax , seax
ret
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SEEIE g

o SLFRAYYRIRES Al BES
. BEAERSRAT SIS
e inline assembly HNEF1FEEMSSEIEIR
e > clobber 1list

- IR
- fIa0 assembly HUREHEIRERZEI, BATLARER

* - violatile
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int foo(int x, int y) {
int z;
X++; y++;
asm volatile(
"addl %1, %2; "
"movl %2, %0; "
"=r"(z) // output

"r"(X), uru(y> // .Z'/7,0ut

);

return 0;

0000000000000000 <foo>:
: f3 of 1le fa

4: 83 c7 01
83 c6 01
01 fe
89 f7
31 cO
c3

gcc—02

endbr64
add
add
add
mov
xor
ret

seax,%seax
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« FANNEIY
- |RIE: #B—*8 YEMU FO NEMU
« SO “EEILEIR
5SRER cPu HITHIEAETT

- ERY, (THBEEVER
- (B{R—BEET otmlmABIEE
« x86-64 tBAHH
* AArch64 tBAAT1H
GrENRFEEMTBAEH)

61



End. ({REIFH 7 157? )

x86-64 Machine-Level Programming
How to Use Inline Assembly Language in C Code
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https://www.cs.cmu.edu/%7Efp/courses/15213-s07/misc/asm64-handout.pdf
https://gcc.gnu.org/onlinedocs/gcc-10.2.0/gcc/Using-Assembly-Language-with-C.html
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